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1 

Configuring radio management 
Unless otherwise stated, the term AP in this chapter refers to a router that can provide WLAN access 
services. 

Overview 
Radio frequency (RF) is a rate of electrical oscillation in the range of 300 kHz to 300 GHz. WLAN 
uses the 2.4 GHz band (2.4 GHz to 2.4835 GHz) and 5 GHz band (5.150 GHz to 5.350 GHz and 
5.725 GHz to 5.850 GHz) radio frequencies as the transmission media. 

The term radio frequency or its abbreviation RF is also used as a synonym for "radio" in wireless 
communication. 

Radio type 
The IEEE standard defines the following radio types: 
• 802.11a—Operates in the 5 GHz band. 802.11a uses Orthogonal Frequency Division 

Multiplexing (OFDM). This reduces multipath effects and increases spectral efficiency. 802.11a 
can provide a maximum transmission rate of 54 Mbps, but its transmission distance is short. 

• 802.11b—Operates in the 2.4 GHz band, which provides a longer transmission distance than 
the 5 GHz band. 802.11b can provide a maximum transmission rate of 11 Mbps. 

• 802.11g—Operates in the 2.4 GHz band and is backward compatible with 802.11b. 802.11g 
uses OFDM and provides a maximum transmission rate of 54 Mbps. 

• 802.11n—Operates in both the 2.4 GHz and 5 GHz bands and is backward compatible with 
802.11a/g. 802.11n can provide a transmission rate higher than 100 Mbps and its theoretical 
rate can achieve 600 Mbps. This greatly improves wireless network throughput and efficiency. 

Table 1 802.11 standards comparison 

IEEE standard Frequency 
band Maximum rate Indoor 

coverage 
Outdoor 
coverage 

802.11a 5 GHz 54 Mbps About 30 meters 
(98.43 ft) 

About 45 meters 
(147.64 ft) 

802.11b 2.4 GHz 11 Mbps About 30 meters 
(98.43 ft) 

About 100 meters 
(328.08 ft) 

802.11g 2.4 GHz 54 Mbps About 30 meters 
(98.43 ft) 

About 100 meters 
(328.08 ft) 

802.11n 2.4 GHz or 5 GHz 600 Mbps About 300 meters 
(984.3 ft) 

About 600 meters 
(1968.50 ft) 

 

Channel 
A channel is a range of frequencies with a specific bandwidth. There are 14 channels designated in 
the 2.4 GHz band. The bandwidth for each channel is 20 MHz and each two channels are spaced 5 
MHz apart. Among the 14 channels, four groups of non-overlapping channels exist and the most 
commonly used one contains channels 1, 6, and 11. 

The 5 GHz band can provide higher rates and is more immune to interferences. There are 24 
non-overlapping channels designated in the 5 GHz band. The channels are spaced 20 MHz apart 
with a bandwidth of 20 MHz. The available channels vary by country. 

http://en.wikipedia.org/wiki/OFDM�
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Transmit power 
Transmit power reflects the signal strength of a wireless device. A higher transmit power enables a 
radio to cover a larger area but it brings more inferences to adjacent devices. The signal strength 
decreases as the transmission distance increases. 

Transmission rate 
Transmission rate refers to the speed at which wireless devices transmit traffic. It varies by radio type 
and spreading, coding, and modulation schemes. Rates that are supported by different types of 
radios are as follows: 
• 802.11a—6 Mbps, 9 Mbps, 12 Mbps, 18 Mbps, 24 Mbps, 36 Mbps, 48 Mbps, and 54 Mbps. 
• 802.11b—1 Mbps, 2 Mbps, 5.5 Mbps, and 11 Mbps. 
• 802.11g—1 Mbps, 2 Mbps, 5.5 Mbps, 6 Mbps, 9 Mbps, 11 Mbps, 12 Mbps, 18 Mbps, 24 Mbps, 

36 Mbps, 48 Mbps, and 54 Mbps. 
• 802.11n—Rates for 802.11n radios vary by channel bandwidth. For more information, see 

"MCS." 

MPDU aggregation 
A MAC Protocol Data Unit (MPDU) refers to a data frame in 802.11 format. MPDU aggregation 
aggregates multiple MPDUs into one aggregate MPDU (A-MPDU) to reduce additional information, 
ACK frames, and Physical Layer Convergence Procedure (PLCP) header overhead. This improves 
network throughput and channel efficiency. 

All MPDUs in an A-MPDU must have the same QoS priority, source address, and destination 
address. 

Figure 1 A-MPDU format 

 
 

MSDU aggregation 
An AP or client encapsulates a MAC Service Data Unit (MSDU) with an Ethernet header and then 
converts the frame into 802.11 format for forwarding. 

MSDU aggregation aggregates multiple MSDUs into one aggregate MSDU (A-MSDU) to reduce 
PLCP preamble, PLCP header, and MAC header overheads. This improves network throughput and 
frame forwarding efficiency. 

All MSDUs in an A-MSDU must have the same QoS priority, source address, and destination 
address. When a device receives an A-MSDU, it restores the A-MSDU to multiple MSDUs for 
processing. 

http://cn.bing.com/dict/search?q=Coding&FORM=BDVSP6�
http://cn.bing.com/dict/search?q=and&FORM=BDVSP6�
http://cn.bing.com/dict/search?q=modulation&FORM=BDVSP6�


 

3 

Figure 2 A-MSDU format 

 
 

MCS 
Modulation and Coding Scheme (MCS) defined in IEEE 802.11n-2009 is a value that determines the 
modulation, coding, and number of spatial streams. An MCS is identified by an MCS index, which is 
represented by an integer in the range of 0 to 76. An MCS index is the mapping from MCS to a data 
rate. 

Table 2 and Table 3 show sample MCS parameters for both 20 MHz and 40 MHz. 

When the bandwidth mode is 20 MHz, MCS indexes 0 through 15 are mandatory for APs, and MCS 
indexes 0 through 7 are mandatory for clients. 

Table 2 MCS parameters for 20 MHz 

MCS index Number of spatial 
streams Modulation 

Data rate (Mbps) 

800ns GI 400ns GI 
0 1 BPSK 6.5 7.2 

1 1 QPSK 13.0 14.4 

2 1 QPSK 19.5 21.7 

3 1 16-QAM 26.0 28.9 

4 1 16-QAM 39.0 43.3 

5 1 64-QAM 52.0 57.8 

6 1 64-QAM 58.5 65.0 

7 1 64-QAM 65.0 72.2 

8 2 BPSK 13.0 14.4 

9 2 QPSK 26.0 28.9 

10 2 QPSK 39.0 43.3 

11 2 16-QAM 52.0 57.8 

12 2 16-QAM 78.0 86.7 

13 2 64-QAM 104.0 115.6 

14 2 64-QAM 117.0 130.0 

15 2 64-QAM 130.0 144.4 
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Table 3 MCS parameters for 40 MHz 

MCS index Number of spatial 
streams Modulation 

Data rate (Mbps) 

800ns GI 400ns GI 
0 1 BPSK 13.5 15.0 

1 1 QPSK 27.0 30.0 

2 1 QPSK 40.5 45.0 

3 1 16-QAM 54.0 60.0 

4 1 16-QAM 81.0 90.0 

5 1 64-QAM 108.0 120.0 

6 1 64-QAM 121.5 135.0 

7 1 64-QAM 135.0 150.0 

8 2 BPSK 27.0 30.0 

9 2 QPSK 54.0 60.0 

10 2 QPSK 81.0 90.0 

11 2 16-QAM 108.0 120.0 

12 2 16-QAM 162.0 180.0 

13 2 64-QAM 216.0 240.0 

14 2 64-QAM 243.0 270.0 

15 2 64-QAM 270.0 300.0 
 

MCS indexes are classified into the following types: 
• Mandatory MCS indexes—Mandatory MCS indexes for an AP. Clients can associate with an 

802.11n AP only when they support the mandatory MCS indexes for the AP. 
• Supported MCS indexes—MCS indexes supported by an AP except for the mandatory MCS 

indexes. Supported MCS indexes allow a client that supports both mandatory and supported 
MCS indexes to use a higher rate to communicate with the AP. 

• Multicast MCS index—MCS index corresponding to the rate at which an AP transmits 
multicast frames. 

 

 NOTE: 
• For the whole MCS data rate tables, see IEEE 802.11n-2009. 
• Support for MCS indexes depends on the device model. 
 

Feature and hardware compatibility 
Only the MSR954(JH297A/JH298A/JH299A) routers can act as fat APs to provide WLAN access 
services. 
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Configuration task list 
Tasks at a glance Remarks 
(Required.) Enabling a radio N/A 

(Required.) Specifying a radio type N/A 

(Optional.) Configuring basic radio functions: 
• Specifying a working channel 
• Setting the maximum transmit power 
• Configuring power lock 
• Setting transmission rates 

The basic radio functions are 
applicable to all radios. 

(Optional.) Configuring 802.11n functions: 
• Specifying the A-MPDU aggregation method 
• Specifying the A-MSDU aggregation method 
• Configuring short GI 
• Setting MCS indexes 
• Configuring access for only 802.11n clients 

The 802.11n functions are 
applicable only to 802.11an 
and 802.11gn radios. 

 

Enabling a radio 
Step  Command Remarks 
1. Enter system view. system-view N/A 

2. Enter radio interface view. interface wlan-radio 
interface-number N/A 

3. Enable the radio. undo shutdown By default, the radio is disabled. 
 

Specifying a radio type 
 CAUTION: 

Modifying the type of an enabled radio logs off all associated clients. 
 

Support for channels and transmit powers depends on the radio type. When you change the type of 
a radio, the system automatically adjusts the channel and power parameters for the radio. 

To specify a radio type: 
 

Step Command Remarks 
4. Enter system view. system-view N/A 

5. Enter radio interface view. interface wlan-radio 
interface-number N/A 

6. Specify a radio type. type { dot11a | dot11an | 
dot11b | dot11g | dot11gn } 

The default settings are as follows: 
• Interface WLAN-Radio 0/0 on 

MSR954(JH297A/JH298A/JH
299A) routers operate in 
802.11n (2.4 GHz) mode.  
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Configuring basic radio functions 
Specifying a working channel 

Perform this task to reduce interferences from both wireless and non-wireless devices. 

You can manually specify a channel or configure the system to automatically select a channel for a 
radio. 

When radar signals are detected on the working channel of a radio, one of the following events 
occurs: 
• If the channel is a manually specified channel, the radio changes its channel, and then switches 

back to the specified channel after the radar signals disappear. 
• If the channel is an automatically assigned channel, the radio changes its channel. 

To specify a working channel: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter radio interface view. interface wlan-radio 
interface-number N/A 

3. Specify a working channel. channel { channel-number | 
auto { lock | unlock } } 

By default, the device automatically 
selects a channel for the radio and 
does not lock the channel. 

 

Setting the maximum transmit power 
The maximum transmit power of a radio varies by country code, radio type, channel, and antenna 
type. If you modify the country code, radio type, and channel for a radio, the system automatically 
adjusts the maximum transmit power for the radio. 

To set the maximum transmit power: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter radio interface view. interface wlan-radio 
interface-number N/A 

3. Set the maximum transmit 
power. max-power radio-power 

By default, the radio uses the 
supported maximum transmit 
power. 

 

Configuring power lock 
If the channel of a radio changes, and the supported maximum power for the new channel is smaller 
than the locked power, the supported maximum power takes effect. 

To configure power lock: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 
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Step Command Remarks 

2. Enter radio interface view. interface wlan-radio 
interface-number N/A 

3. Configure power lock. power { lock | unlock } By default, power lock is disabled. 
 

Setting transmission rates 
Transmission rates are classified into the following types: 
• Prohibited rates—Rates that cannot be used by an AP. 
• Mandatory rates—Rates that the clients must support to associate with an AP. 
• Supported rate—Rates that an AP supports. After a client associates with an AP, the client can 

select a higher rate from the supported rates to communicate with the AP. The AP automatically 
decreases the transmission rate when great interferences are detected and increases the 
transmission rate when a few interferences are detected. 

• Multicast rate—Rate at which an AP transmits multicasts. The multicast rate must be selected 
from the mandatory rates. 

To set the transmission rates: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter radio interface view. interface wlan-radio 
interface-number N/A 

3. Set the transmission rates 
for the radio. 

rate { multicast { auto | 
rate-value } | { disabled | 
mandatory | supported } 
rate-value } 

The default settings are as follows: 
• 802.11a/802.11an radios: 

 Prohibited rates—None. 
 Mandatory rates—6, 12, 

and 24. 
 Multicast rate—Selected 

from the mandatory rates. 
 Supported rates—9, 18, 36, 

48, and 54. 
• 802.11b radios: 

 Prohibited rates—None. 
 Mandatory rates—1 and 2.
 Multicast rate—Selected 

from the mandatory rates. 
 Supported rates—5.5, and 

11. 
• 802.11g/802.11gn radios: 

 Prohibited rates—None. 
 Mandatory rates—1, 2, 5.5, 

and 11. 
 Multicast rate—Selected 

from the mandatory rates. 
 Supported rates—6, 9, 12, 

18, 24, 36, 48, and 54. 
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Configuring 802.11n functions 
 NOTE: 

Support for 802.11n depends on the device model. 
 

 IMPORTANT: 
When you configure 802.11n functions for an AP, your configuration fails if another user is 
configuring 802.11n functions for the same AP. 
 

IEEE 802.11n is designated to provide high-quality wireless services and enable WLAN to achieve 
the same network performance as Ethernet. 802.11n improves the throughput and transmission rate 
of WLAN by optimizing the physical layer and Media Access Control (MAC) layer. 

The physical layer of 802.11n is based on OFDM. 802.11n uses Multiple Input, Multiple Output 
(MIMO), 40 MHz bandwidth, short Guard Interval (GI), Space-Time Block Coding (STBC), and 
Low-Density Parity Check (LDPC) to achieve high throughput at the physical layer. It uses A-MPDU, 
A-MSDU, and Block Acknowledgment (BA) to improve transmission efficiency at the MAC layer. 

Specifying the A-MPDU aggregation method 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter radio interface view. interface wlan-radio 
interface-number N/A 

3. Specify the A-MPDU 
aggregation method. a-mpdu { disable | enable } By default, the A-MPDU 

aggregation method is enabled. 
 

Specifying the A-MSDU aggregation method 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter radio interface view. interface wlan-radio 
interface-number N/A 

3. Specify the A-MSDU 
aggregation method. a-msdu { disable | enable } By default, the A-MSDU 

aggregation method is enabled. 
 

Configuring short GI 
802.11 OFDM fragments frames to data blocks for transmission and uses GI to ensure that the data 
block transmissions do not interfere with each other and are immune to transmission delays. 

The GI used by 802.11a/g is 800 ns. 802.11n supports a short GI of 400 ns, which provides a 10% 
increase in data rate. 

Both the 20 MHz and 40 MHz bandwidth modes support short GI. 

To configure short GI: 
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Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter radio interface 
view. 

interface wlan-radio 
interface-number N/A 

3. Configure short GI. short-gi { disable | enable } By default, short GI is enabled. 
 

Setting MCS indexes 
Follow these restrictions and guidelines when you set MCS indexes for an 802.11n AP: 
• 802.11n clients use the rate corresponding to the MCS index to send unicast frames, and 

non-802.11n clients use the 802.11a/b/g rate to send unicast frames. 
• If you do not set a multicast MCS index, 802.11n clients and the AP use the 802.11a/b/g 

multicast rate to send multicast frames. If you set a multicast MCS index, one of following 
events occurs: 

 The AP and clients use the rate corresponding to the multicast MCS index to send multicast 
frames if all clients are 802.11n clients.  

 The AP and clients use the 802.11a/b/g multicast rate to send multicast frames if any 
non-802.11n clients exist. 

• When you set the maximum mandatory or supported MCS index, you are specifying a range. 
For example, if you set the maximum mandatory MCS index to 5, rates corresponding to MCS 
indexes 0 through 5 are configured as 802.11n mandatory rates. 

To set MCS indexes: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter radio interface view. interface wlan-radio 
interface-number N/A 

3. Set the maximum mandatory 
MCS index. 

dot11n mandatory 
maximum-mcs index 

By default, no maximum 
mandatory MCS index is set. 

4. Set the maximum supported 
MCS index. 

dot11n support maximum-mcs 
index 

By default, the maximum 
supported MCS index is 76. 
The maximum supported MCS 
index cannot be smaller than 
the maximum mandatory MCS 
index. 

5. Set the multicast MCS index. dot11n multicast-mcs index 

By default, no multicast MCS 
index is set. 
The multicast MCS index cannot 
be greater than the maximum 
mandatory MCS index. 

 

Configuring access for only 802.11n clients 
To reduce the impact of low-speed 802.11a/b/g clients and speed up wireless data transmission, you 
can enable an AP to accept only 802.11n clients.  

To configure access for only 802.11n clients: 
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Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter radio interface view. interface wlan-radio 
interface-number N/A 

3. Configure access for only 
802.11n clients. 

client dot11n-only { disable | 
enable } 

By default, this feature is 
disabled. 

 

Displaying and maintaining radio management 
Execute the display command in any view. 
 

Task Command 

Display client information. 
display wlan client [ interface interface-type 
interface-number | mac-address mac-address | 
service-template service-template-name ] [ verbose ] 

 

Radio management configuration examples 
Basic radio function configuration example 
Network requirements 

As shown in Figure 3, set the radio type, working channel, and maximum transmit power to 802.11b, 
channel 6, and 19 dBm, respectively. 

Figure 3 Network diagram 

 
 

Configuration procedure 
# Enter radio interface view. 
<AP> system-view 

[AP] interface wlan-radio 0/0 

# Set the radio type to dot11b. 
[AP-WLAN-Radio0/0] type dot11b 

# Configure the radio to work on channel 6. 
[AP-WLAN-Radio0/0] channel 6 

# Set the maximum transmit power to 19 dBm. 
[AP-WLAN-Radio0/0] max-power 19 

Verifying the configuration 
# Verify that the online clients are 802.11b clients. 
[AP-WLAN-Radio0/0] display wlan client verbose 

Total number of clients: 1 
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MAC address                        : 000f-e265-6400 

IPv4 address                       : 10.1.1.114 

IPv6 address                       : 2001::1234:5678:0102:0304 

Username                           : N/A 

AID                                : 1 

AP ID                              : 1 

AP name                            : ap1 

Radio ID                           : 1 

SSID                               : office 

BSSID                              : 0026-3e08-1150 

VLAN ID                            : 1 

Power save mode                    : Active 

Wireless mode                      : 802.11b 

Supported rates                    : 1, 2 Mbps 

QoS mode                           : WMM 

Listen interval                    : 10 

RSSI                               : 62 

Rx/Tx rate                         : 130/11 

Authentication method              : Open system 

Security mode                      : PRE-RSNA 

AKM mode                           : N/A 

Cipher suite                       : N/A 

User authentication mode           : Bypass 

Authorization ACL ID               : 3001(Not effective) 

Authorization user profile         : N/A 

Roam status                        : N/A 

Key derivation                     : SHA1 

PMF status                         : Enabled 

Forward policy                     : N/A 

Online time                        : 0hr 1min 13sec 

FT status                          : Inactive 

802.11n configuration example 
Network requirements 

As shown in Figure 4, specify the radio as an 802.11gn radio, and enable the A-MSDU and A-MPDU 
aggregation methods on the radio. 

Figure 4 Network diagram 

 
 

Configuration procedure 
# Enter radio interface view. 
<AP> system-view 
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[AP] interface wlan-radio 0/0 

# Set the radio type to dot11an. 
[AP-WLAN-Radio0/0] type dot11gn 

# Enable the A-MSDU and A-MPDU aggregation methods. 
[AP-WLAN-Radio0/0] a-mpdu enable 

[AP-WLAN-Radio0/0] a-msdu enable 

# Enable the radio. 
[AP-WLAN-Radio0/0] undo shutdown 

Verifying the configuration 
# View client information. (Details not shown.) 
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Configuring WLAN access 
Unless otherwise stated, the term AP in this chapter refers to a router that can provide WLAN access 
services. 

Feature and hardware compatibility 
Only the MSR954(JH297A/JH298A/JH299A) routers can act as fat APs to provide WLAN access 
services. 

Configuration task list 
Tasks at a glance 
(Required.) Configuring a service template 

(Required.) Setting an SSID 

(Required.) Enabling a service template 

(Required.) Binding a service template to a radio interface 

(Optional.) Specifying a region code 
 

Configuring a service template 
A service template defines a set of wireless service attributes, such as SSID and authentication 
method. 

To configure a service template: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Create a service template. wlan service-template 
service-template-name 

By default, no service template 
exists. 

3. Bind a VLAN to the service 
template. vlan vlan-id By default, VLAN 1 is bound to a 

service template. 
 

Setting an SSID 
Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter service template view. wlan service-template 
service-template-name N/A 
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Step Command Remarks 

3. Set an SSID for the service 
template. ssid ssid-name 

By default, no SSID is set for a 
service template.  
As a best practice, set a unique 
SSID for a service template. 

 

Enabling a service template 
Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter service template view. wlan service-template 
service-template-name N/A 

3. Enable the service template. service-template enable By default, a service template is 
disabled. 

 

Binding a service template to a radio interface 
If you bind a service template to a radio interface on a fat AP, the AP creates a BSS that can provide 
wireless services defined in the service template. 

To bind a service template to a radio interface: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter WLAN-Radio interface 
view. 

interface wlan-radio 
interface-number N/A 

3. Bind a service template to 
the radio interface. 

service-template 
service-template-name 

By default, a radio interface is not 
bound to any service templates. 
You can bind a maximum of 16 
service templates to a radio 
interface. 

 

Specifying a region code 
A region code determines characteristics such as available frequencies, available channels, and 
transmit power level. Set a valid region code before configuring an AP. 

To prevent regulation violation caused by region code modification, lock the region code. 

To specify a region code: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter global configuration 
view. wlan global-configuration N/A 

3. Specify a region code. region-code code By default, the region code is CN.



 

15 

Step Command Remarks 

4. Lock the region code. region-code-lock enable By default, the region code is not 
locked. 

 

Displaying and maintaining WLAN access 
Execute display commands in any view, and the reset command in user view. 
 

Task Command 

Display service template information. display wlan service-template [ service-template-name ] 

Display client information. 
display wlan client [ interface wlan-radio interface-number | 
mac-address mac-address | service-template 
service-template-name ] [ verbose ] 

 

WLAN access configuration example 
Network requirements 

As shown in Figure 5, the switch acts as the DHCP server to assign IP addresses to the AP and the 
client. The AP provides wireless services with the SSID trade-off. 

Figure 5 Network diagram 

 
 

Configuration procedures 
# Create the service template service1, set the SSID to trade-off, and enable the service template. 
<AP> system-view 

[AP] wlan service-template service1 

[AP-wlan-st-service1] ssid trade-off 

[AP-wlan-st-service1] service-template enable 

[AP-wlan-st-service1] quit 

# Bind the service template service1 to the interface WLAN-Radio 0/0. 
[AP] interface wlan-radio 0/0 

[AP-WLAN-Radio0/0] undo shutdown 

[AP-WLAN-Radio0/0] service-template service1 

[AP-WLAN-Radio0/0] quit 

Verifying the configuration 
# Verify that the SSID is trade-off, and the service template is enabled. 
[AP] display wlan service-template 
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Service template name          : service1 

SSID                           : trade-off 

SSID-hide                      : Disabled 

Service template status        : Enabled 

Maximum clients per BSS        : 64 

VLAN ID                        : 1 

AKM mode                       : Not configured 

Security IE                    : Not configured 

Cipher suite                   : Not configured 

TKIP countermeasure time       : 0 s 

PTK life time                  : 43200 s 

GTK rekey                      : Enabled 

GTK rekey method               : Time-based 

GTK rekey time                 : 86400 s 

GTK rekey client-offline       : Disabled 

Authentication mode            : 802.1X 

Intrusion protection           : Disabled 

Intrusion protection mode      : Temporary-block 

Temporary block time           : 180 sec 

Temporary service stop time    : 20 sec 

Fail VLAN ID                   : 1 

Critical VLAN ID               : Not configured 

802.1X handshake               : Not configured 

802.1X handshake secure        : Not configured 

802.1X domain                  : Not configured 

MAC-auth domain                : Not configured 

Max 802.1X users               : 4096 

Max MAC-auth users             : 4096 

802.1X re-authenticate         : Enabled 

Authorization fail mode        : Online 

Accounting fail mode           : Online 

Authorization                  : Permitted 

Key derivation                 : N/A 

PMF status                     : Disabled 

# Associate the client with the fat AP. (Details not shown.) 

# Verify that the client can access the WLAN. 
[AP] display wlan client service-template service1 

Total number of clients: 3 

 

MAC address     Username            APID/RID  IP address                VLAN ID 

0023-8933-223b  user                1024/1                              1 
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Configuring WLAN security 
Unless otherwise stated, the term AP in this chapter refers to a router that can provide WLAN access 
services. 

Overview 
The original IEEE 802.11 is a Pre Robust Security Network Association (Pre-RSNA) mechanism. 
This mechanism is vulnerable to security attacks such as key exposure, traffic interception, and 
tampering. To enhance WLAN security, IEEE 802.11i (the RSNA mechanism) was introduced. You 
can select either of the Pre-RSNA or RSNA as needed to secure your WLAN. 

IEEE 802.11i encrypts only WLAN data traffic. Unencrypted WLAN management frames are open to 
attacks on secrecy, authenticity, and integrity. IEEE 802.11w offers management frame protection 
based on the 802.11i framework to prevent attacks such as forged de-authentication and 
disassociation frames. 

Feature and hardware compatibility 
Only the MSR954(JH297A/JH298A/JH299A) routers can act as fat APs to provide WLAN access 
services. 

Pre-RSNA mechanism 
The pre-RSNA mechanism uses the open system and shared key algorithms for authentication and 
uses WEP for data encryption. WEP uses the stream cipher RC4 for confidentiality and supports key 
sizes of 40 bits (WEP40), 104 bits (WEP104), and 128 bits (WEP128).  

Open system authentication 
Open system authentication is the default and simplest authentication algorithm. Any client that 
requests authentication by using this algorithm can pass the authentication.  

Open system authentication uses the following process: 
1. The client sends an authentication request to the AP.  
2. The AP sends an authentication response to the client after the client passes the 

authentication. 

Figure 6 Open system authentication process 

 
 

Authentication request

Authentication response

Client AP



 

18 

Shared key authentication 
Shared key authentication uses a WEP key for the AP and client to complete authentication. 

Shared key authentication uses the following process:  
1. The client sends an authentication request to the AP. 
2. The AP randomly generates a challenge text and sends it to the client. 
3. The client uses the WEP key to encrypt the challenge text and sends it to the AP. 
4. The AP uses the WEP key to decrypt the challenge text and compares the decrypted challenge 

text with the original challenge text. If they are identical, the client passes the authentication. If 
they are not, the authentication fails. 

Figure 7 Shared key authentication process 

 
 

RSNA mechanism 
 IMPORTANT: 

RSNA requires open system authentication for link layer authentication. 
 

The RSNA mechanism includes WPA and RSN security modes. RSNA provides the following 
features: 
• 802.1X and PSK authentication and key management (AKM) for authenticating user integrity 

and dynamically generating and updating keys.  
 802.1X—802.1X performs user authentication and generates the pairwise master key (PMK) 

during authentication. The client and AP use the PMK to generate the pairwise transient key 
(PTK). 

 PSK—The PSK is used to generate the PMK. The client and AP use the PMK to generate 
the PTK. 

• Temporal key integrity Protocol (TKIP) and Counter Mode CBC-MAC Protocol (CCMP) 
mechanisms for encrypting data. 

Authentication 
802.1X authentication is more secure than PSK authentication. For more information about 802.1X 
authentication, see "Configuring WLAN user access authentication."  
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PSK authentication requires the same PSK to be configured for both an AP and a client. PSK 
integrity is verified during the four-way handshake. If PTK negotiation succeeds, the client passes 
the authentication.  

Key management 
Key management defines how to generate and update the PTK and group temporary key (GTK). The 
PTK is used in unicast and the GTK is used in multicast and broadcast. 

PTK and GTK 
• PTK structure 

 
 

 EAPOL-Key Confirmation Key (KCK) is used to verify the integrity of an EAPOL-Key frame. 
 EAPOL-Key Encryption Key (KEK) is used to encrypt the key data in the EAPOL-Key frame. 
 Temporal Key (TK) is used to encrypt unicast packets. 

• The GTK includes the TK and other fields. The TK is used to encrypt multicast and broadcast 
packets. 

EAPOL-Key packet 
The IEEE 802.11i protocol uses EAPOL-Key packets during key negotiation. 

Figure 8 EAPOL-Key structure 

 
 

Table 4 EAPOL-Key field description 

Field Description 

Descriptor type 
Specifies the network type: 
• WPA network. 
• RSN network. 

Key information For more information about this field, see Table 5. 

Key length Length of the key.  
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Field Description 

Key replay counter 

Records the total number of GTK updates to prevent replay attacks.  
The AP sets this field to 0 at the beginning of the negotiation and increments 
the value on each successive EAPOL-Key frame.  
The client records this field from the last valid EAPOL-Key frame that it 
received if this field is greater than the field recorded previously.  
EAPOL-Key frame retransmission is required in the following situations: 
• The field received by the client is smaller than or equal to the field 

recorded by the client. 
• The field received by the AP is not equal to the field recorded on the AP.
If the retransmission attempts exceed the maximum number, the AP 
disconnects the client. 

Key nonce Random value used to generate the PTK. 

EAPOL Key IV Encrypts the TKIP. This field is valid only when the encryption type is not 
CCMP. 

Key RSC 
Records the total number of multicast packets or broadcast packets to 
prevent replay attacks. The AP increments the value of this field on 
transmission of each multicast or broadcast packet.  

Reserved Reserved field. 

Key MIC Message integrity check. 

Key data length Length of the key data. 

Key data Data to be transmitted, such as the GTK and pairwise master key identifier 
(PMKID). 

 

Figure 9 Key information structure 

 
 

Table 5 Key information description 

Field Description 

Key Descriptor Version 
3-bit key version: 
• 1—Non-CCMP key. 
• 2—CCMP key. 

Key Type 
1-bit key type: 
• 0—Multicast negotiation key. 
• 1—Unicast negotiation key. 

Reserved 2-bit field reserved. The sender sets this field to 0, and the receiver ignores 
this field. 

Install 

1-bit key installation field. 
If the Key Type field is 1, this field is 0 or 1. 
• 0—The AP does not request the client to install the TK. 
• 1—The AP requests the client to install the TK. 
If the Key type field is 0, the sender sets this field to 0, and the receiver 
ignores this field. 

Key Ack 1-bit key acknowledgment field. The value 1 indicates that the AP requests 
an acknowledgement from the client. 
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Field Description 

Key MIC Message integrity check. If this field is 1, the generated MIC must be 
included in the Key MIC field of the EAPOL-key frame. 

Secure 1-bit key status. The value 1 indicates that the key has been generated.  

Error 1-bit MIC check status. The value 1 indicates that a MIC failure has occurred. 
The client sets this field to 1 when the Request field is 1. 

Request 1-bit request used by the client to request the AP to initiate the four-way 
handshake or multi-cast handshake in a MIC failure report.  

Encrypted Key Data 1-bit key data encryption status. The value 1 indicates that the key data is 
encrypted. 

Reserved 3-bit reserved field. The sender sets this field to 0, and the receiver ignores 
this field. 

 

WPA key negotiation 
WPA uses EAPOL-Key packets in the four-way handshake to negotiate the PTK, and in the two-way 
handshake to negotiate the GTK. 

Figure 10 WPA key negotiation process 

 
 

WPA key negotiation uses the following process: 
1. The AP sends the client EAPOL-Key message 1 that contains a random value ANonce. 
2. The client performs the following operations: 

a. Uses the random value SNonce, ANonce, and PMK to generate a PTK by using the key 
derivation function (KDF). 

b. Uses the KCK in the PTK to generate the MIC. 
c. Returns EAPOL-Key message 2 that contains the SNonce and MIC. 

3. The AP performs the following operations: 
a. Uses the SNonce, ANonce, and PMK to generate a PTK by using the KDF. 
b. Uses the KCK in the PTK to generate the MIC. 
c. Compares the received MIC with the local MIC. 
d. Returns EAPOL-Key message 3 that contains the PTK installation request tag and MIC if 

the two MICs are the same.  
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4. The client performs the following operations: 
a. Compares the received MIC with the local MIC. 
b. Installs the PTK and returns EAPOL-Key message 4 that contains the MIC if the two MICs 

are the same. 
5. The AP performs the following operations: 

a. Compares the received MIC with the local MIC. 
b. Installs the PTK and generates a GTK with the GMK and MAC address of the AP by using 

the KDF if the two MICs are the same. 
c. Returns EAPOL-Key group message 1 that contains the GTK and MIC. 

6. The client performs the following operations: 
a. Installs the GTK if the two MICs are the same. 
b. Returns EAPOL-Key group message 2 that contains the MIC. 

7. The AP performs the following operations: 
a. Compares the received MIC with the local MIC. 
b. Installs the GTK if the MICs are the same. 

RSN key negotiation 
RSN uses EAPOL-Key packets in the four-way handshake to negotiate the PTK and the GTK. 

Figure 11 RSN key negotiation process 

 
 

RSN key negotiation uses the following process: 
1. The AP sends the client EAPOL-Key message 1 that contains a random value ANonce. 
2. The client performs the following operations: 

a. Uses the random value SNonce, ANonce, and PMK to generate a PTK by using the KDF. 
b. Uses the KCK in the PTK to generate the MIC. 
c. Returns EAPOL-Key message 2 that contains the SNonce and MIC. 

3. The AP performs the following operations: 
a. Uses the SNonce, ANonce, and PMK to generate a PTK by using the KDF. 
b. Uses the KCK in the PTK to generate the MIC. 
c. Compares the received MIC with the local MIC. 
d. Generates a GTK with the random GMK and MAC address of the AP by using the KDF if the 

two MICs are the same. 
e. Returns EAPOL-Key message 3 that contains the key installation request tag, MIC, and 

GTK.  

Message 1 EAPOL-Key (Anonce)

Message 2 EAPOL-Key (Snonce, MIC)

Message 3 EAPOL-Key (Install, MIC, and GTK)

Message 4 EAPOL-Key (MIC)

Client AP
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4. The client performs the following operations: 
a. Compares the received MIC with the local MIC. 
b. Installs the PTK and GTK if the two MICs are the same. 
c. Returns EAPOL-Key message 4 that contains the MIC. 

5. The AP performs the following operations: 
a. Compares the received MIC with the local MIC. 
b. Installs the PTK and GTK if the two MICs are the same. 

Key updates 
Key updates enhance WLAN security. Key updates include PTK updates and GTK updates. 
• PTK updates—Updates for the unicast keys using the four-way handshake negotiation. 
• GTK updates—Updates for the multicast keys using the two-way handshake negotiation.  

Cipher suites 
TKIP 

TKIP and WEP both use the RC4 algorithm. You can change the cipher suite from WEP to TKIP by 
updating the software without changing the hardware. TKIP has the following advantages over WEP: 
• TKIP provides longer initialization vectors (IVs) to enhance encryption security. Compared with 

WEP encryption, TKIP encryption uses the 128-bit RC4 encryption algorithm, and increases the 
length of IVs from 24 bits to 48 bits. 

• TKIP allows for dynamic key negotiation to avoid static key configuration. TKIP dynamic keys 
cannot be easily deciphered. 

• TKIP offers MIC and countermeasures. If a packet has been tampered with, it will fail the MIC. If 
two packets fail the MIC in a period, the AP automatically takes countermeasures by stopping 
providing services in a period to prevent attacks.  

CCMP 
CCMP is based on the Counter-Mode/CBC-MAC (CCM) of the Advanced Encryption Standard (AES) 
encryption algorithm. 

CCMP contains a dynamic key negotiation and management method. Each client can dynamically 
negotiate a key suite, which can be updated periodically to further enhance the security of the CCMP 
cipher suite. During the encryption process, CCMP uses a 48-bit packet number (PN) to make sure 
each encrypted packet uses a different PN. This improves WLAN security. 

Management frame protection 
The management frame protection service protects a set of robust management frames, such as 
de-authentication, disassociation, and some robust action frames. Management frame protection 
uses the PTK to encrypt unicast management frames and provides secrecy, integrity, and replay 
protection. It uses the Broadcast Integrity Protocol (BIP) to provide integrity and replay protection for 
broadcast and multicast management frames. 

The security association (SA) query mechanism is used to enhance security if the AP and client 
negotiate to use management frame protection. SA queries include active SA queries and passive 
SA queries. 
• Active SA query 

As shown in Figure 12, active SA query uses the following process: 
a. The client sends an association or reassociation request to the AP. 
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b. Upon receiving the request, the AP sends a response to inform the client that the request is 
denied and the client can associate at a later time. The response contains the association 
comeback time. 

c. The AP sends an SA query request to verify the status of the client: 
− If the AP receives an SA query response within the timeout time, it considers the client 

online.  
− If the AP does not receive an SA query response within the timeout time, it sends 

another SA query request. If the AP receives an SA query response within the 
retransmission time, it considers the client online. The AP does not respond to any 
association or reassociation requests from the client until the association comeback 
time times out.  

− If the AP does not receive an SA query response within the retransmission time, it 
considers the client offline and allows the client to reassociate. 

Figure 12 Active SA query process 

 
 

• Passive SA query 
As shown in Figure 13, passive SA query uses the following process: 
a. The client triggers the SA query process upon receiving an unencrypted disassociation or 

deauthentication frame. 
b. The client sends an SA query request to the AP. 
c. The AP sends an SA query response to the client: 

− If the client receives the response, the client determines that the AP is online and does 
not process the disassociation or deauthentication frame. 

− If the client does not receive a response, the client determines that the AP is offline and 
disassociates with the AP. 

Association/Reassociation request

Association/Reassociation response

SA Query request

SA Query response

Client AP
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Figure 13 Passive SA query process 

 
 

Dynamic WEP mechanism 
 IMPORTANT: 

The dynamic WEP mechanism uses open system authentication for link layer authentication. 
 

IEEE 802.11 provides the dynamic WEP mechanism to ensure that each user uses a private WEP 
key. For unicast communications, the mechanism uses the WEP key negotiated by the client and 
server during 802.1X authentication. For multicast and broadcast communications, the mechanism 
uses the configured WEP key. If you do not configure a WEP key, the AP randomly generates a WEP 
key for broadcast and multicast communications.  

After the client passes 802.1X authentication, the AP sends the client an RC4-EAPOL packet that 
contains the unicast WEP key ID, and the multicast and broadcast WEP key and key ID. The unicast 
WEP key ID is 4. 

Protocols and standards 
• IEEE Standard for Information technology—Telecommunications and information exchange 

between systems—Local and metropolitan area networks—Specific requirements—2004  
• WI-FI Protected Access—Enhanced Security Implementation Based On IEEE P802.11i 

Standard-Aug 2004 
• Information technology—Telecommunications and information exchange between 

systems—Local and metropolitan area networks—Specific requirements—802.11, 1999 
• IEEE Standard for Local and metropolitan area networks "Port-Based Network Access Control" 

802.1X™-2004 
• 802.11i IEEE Standard for Information technology—Telecommunications and information 

exchange between systems—Local and metropolitan area networks—Specific requirements 
• 802.11w IEEE Standard for Information technology—Telecommunications and information 

exchange between systems—Local and metropolitan area networks—Specific requirements 
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WLAN security configuration task lists 
 IMPORTANT: 
• RSNA requires open system authentication for link layer authentication. 
• The dynamic WEP mechanism requires 802.1X authentication for user access authentication. 
• The AKM mode, security IE, and cipher suite must be configured for RSNA networks. 
• Management frame protection takes effect only for a network that uses the RSNA mechanism 

and is configured with the CCMP cipher suite and RSN security information element. 
 

To configure the pre-RSNA mechanism, perform the following tasks: 
 

Tasks at a glance 
(Required.) Setting the cipher suite 

(Required.) Setting the WEP key 
 

To configure the RSNA mechanism, perform the following tasks: 
 

Tasks at a glance 
(Required.) Configuring the AKM mode 

(Required.) Setting the security information element 

(Required.) Setting the cipher suite 

(Optional.) Setting the PSK 

(Optional.) Setting the KDF 

(Optional.) Configuring GTK update 

(Optional.) Setting the PTK lifetime 

(Optional.) Setting the TKIP MIC failure hold time 

(Optional.) Setting the WEP key 

(Optional.) Configuring management frame protection 
 

To configure the dynamic WEP mechanism, perform the following tasks: 
 

Tasks at a glance 
(Optional.) Setting the cipher suite 

(Optional.) Setting the WEP key 

(Required.) Enabling the dynamic WEP mechanism 
 

 NOTE: 
• If a WEP key is configured, the dynamic WEP mechanism uses the configured WEP key as the 

multicast and broadcast WEP key. The negotiated unicast WEP has an ID of 4 and uses the 
cipher suite length setting. 

• If no WEP key is configured, the length for both dynamic WEP keys is 104 bits. The negotiated 
unicast WEP key has an ID of 4. The generated multicast and broadcast WEP key has an ID of 1.
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Configuring the AKM mode 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter WLAN service 
template view. 

wlan service-template 
service-template-name N/A 

3. Configure the AKM mode. akm mode { dot1x | psk } 

By default, the AKM mode is not 
configured.  
Use dot1x for the 802.1X 
authentication mode. Use psk for 
the bypass and MAC 
authentication modes. 

 

Setting the security information element 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter WLAN service 
template view. 

wlan service-template 
service-template-name N/A 

3. Set the security IE. security-ie { rsn | wpa } By default, no security IE is set. 
 

Setting the cipher suite 
Cipher suites include: 
• WEP (WEP40, WEP104, or WEP128). 
• CCMP. 
• TKIP. 

To set the cipher suite: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter WLAN service 
template view. 

wlan service-template 
service-template-name N/A 

3. Set the cipher suite. cipher-suite { ccmp | tkip | 
wep40 | wep104 | wep128 } 

By default, no cipher suite is set. 
You cannot set both WEP 128 and 
CCMP or both WEP 128 and 
TKIP. 

 

Setting the PSK 
The PSK must be set if the AKM mode is PSK. If you configure the PSK when the AKM mode is 
802.1X, the WLAN service template can be enabled but the PSK configuration does not take effect.  

To set the PSK: 
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Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter WLAN service 
template view. 

wlan service-template 
service-template-name N/A 

3. Set the PSK. preshared-key { pass-phrase | 
raw-key } { cipher | simple } key By default, no PSK is set.  

 

Setting the KDF 
KDFs are used by RSNA networks to generate PTKs and GTKs. KDFs include HMAC-SHA1 and 
HMAC-SHA256 algorithms. The HMAC-SHA256 algorithm is more secure than the HMAC-SHA1 
algorithm. 

To set the KDF: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter WLAN service 
template view. 

wlan service-template 
service-template-name N/A 

3. Set the KDF. key-derivation { sha1 | sha256 | 
sha1-and-sha256 } 

By default, the HMAC-SHA1 
algorithm is set.  

 

Configuring GTK update 
The system generates the GTK during key negotiation if the AKM, security IE, and cipher suite are 
configured. This feature updates the GTK to enhance key security based on the following updating 
modes: 
• Time-based—The GTK is updated at the specified interval. 
• Packet-based—The GTK is updated after the specified number of packets is sent. 
• Offline-triggered—The GTK is updated when a client in the basic service set (BSS) goes 

offline. 

To configure GTK update: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter WLAN service 
template view. 

wlan service-template 
service-template-name N/A 

3. Enable GTK update. gtk-rekey enable By default, GTK update is 
enabled.  

4. (Optional.) Configure a GTK 
update method. 

gtk-rekey method 
{ packet-based [ packet ] | 
time-based [ time ] } 

By default, the GTK is updated at 
an interval of 85400 seconds. The 
default packet quantity is 
10000000 for packet-based GTK 
update. 

5. (Optional.) Enable the 
offline-triggered GTK 
update. 

gtk-rekey client-offline enable By default, offline-triggered GTK 
update is disabled.  
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Setting the PTK lifetime 
The system generates the PTK during key negotiation when the AKM, security IE, and cipher suite 
are configured. This feature updates the PTK after the PTK lifetime expires. 

To set the PTK lifetime: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter WLAN service 
template view. 

wlan service-template 
service-template-name N/A 

3. Set the PTK lifetime. ptk-lifetime time By default, the PTK lifetime is 
43200 seconds. 

 

Setting the TKIP MIC failure hold time 
After configuring the TKIP, you can configure the TKIP MIC failure hold time. If the AP detects two 
MIC failures within the MIC failure hold time, it disassociates all clients for 60 seconds. 

To set the TKIP MIC failure hold time: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter WLAN service 
template view. 

wlan service-template 
service-template-name N/A 

3. Set the TKIP MIC failure 
hold time. tkip-cm-time time 

By default, the TKIP MIC failure 
hold time is 0. The AP does not 
take any countermeasures. 

 

Setting the WEP key 
The WEP key can be used to encrypt all packets for pre-RSNA networks and encrypt multicast 
packets for RSNA networks. If the WEP key is not set, a pre-RSNA network does not encrypt packets 
and an RSNA network uses the negotiated GTK to encrypt multicast packets. 

To set the WEP key: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter WLAN service 
template view. 

wlan service-template 
service-template-name  N/A 

3. Set the WEP key. 
wep key key-id { wep40 | wep104 | 
wep128 } { pass-phrase | raw-key } 
{ cipher | simple } key 

By default, no WEP key is set. 

4. (Optional.) Apply the WEP 
key. wep key-id { 1 | 2 | 3 | 4 } 

By default, WEP key 1 is applied. 
Do not apply WEP key 4 if the 
dynamic WEP mechanism is 
enabled. 
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Configuring management frame protection 
Management frame protection takes effect only for a network that uses the RSNA mechanism and is 
configured with the CCMP cipher suite and RSN security information element. 

If management frame protection is disabled, network access is available for all clients, but 
management frame protection is not performed. If management frame protection is enabled, the 
network access and management frame protection availability varies by management frame 
protection mode. 
• Optional mode—Network access is available for all clients, but management frame protection 

is performed only for clients that support management frame protection. 
• Mandatory mode—Network access and management frame protection are available only for 

clients that support management frame protection.  

To configure management frame protection: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter WLAN service 
template view. 

wlan service-template 
service-template-name  N/A 

3. Enable management 
frame protection. pmf { optional | mandatory } By default, management frame 

protection is disabled. 

4. Set the interval for sending 
SA query requests. pmf saquery retrytimeout timeout 

By default, the interval for 
sending SA query requests is 
200 milliseconds. 

5. Set the maximum 
transmission attempts for 
SA query requests. 

pmf saquery retrycount count 
By default, the maximum 
retransmission attempt number 
is 4 for SA query requests. 

6. Set the association 
comeback time. pmf association-comeback time By default, the association 

comeback time is 1 second. 
 

Enabling the dynamic WEP mechanism 
The dynamic WEP mechanism must be used with the 802.1X authentication mode. 

To enable the dynamic WEP mechanism: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter WLAN service 
template view. 

wlan service-template 
service-template-name  N/A 

3. Enable the dynamic WEP 
mechanism. wep mode dynamic By default, the dynamic WEP 

mechanism is disabled. 
 

Displaying and maintaining WLAN security 
Execute display commands in any view. 
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Task Command 

Display WLAN service template 
information. 

display wlan service-template service-template-name  
For more information about this command, see "WLAN access 
commands." 

Display client information. 

display wlan client [ interface interface-type interface-number | 
mac-address mac-address | service-template 
service-template-name ] [ verbose ] 
For more information about this command, see "WLAN access 
commands." 

 

WLAN security configuration examples 
Shared key authentication configuration example 
Network requirements 

As shown in Figure 14, the switch functions as a DHCP server to assign IP addresses to the AP and 
client. Configure shared key authentication to enable the client to access the network by using the 
WEP key 12345.  

Figure 14 Network diagram 

 
 

Configuration procedure 
# Create a WLAN service template named service1. 
<AP> system-view 

[AP] wlan service-template service1 

# Specify the SSID service for the service template. 
[AP-wlan-st-service1] ssid service 

# Specify the cipher suite wep40 and key 12345 for the service template service1, and apply the key 
with the ID 2. 
[AP-wlan-st-service1] cipher-suite wep40 

[AP-wlan-st-service1] wep key 2 wep40 pass-phrase simple 12345 

[AP-wlan-st-service1] wep key-id 2 

# Enable the service template service1. 
[AP-wlan-st-service1] service-template enable 

[AP-wlan-st-service1] quit 

# Bind the service template service1 to WLAN-Radio 0/0 of the AP. 
[AP] interface WLAN-Radio 0/0 

[AP-WLAN-Radio0/0] undo shutdown 

[AP-WLAN-Radio0/0] service-template service1 

[AP-WLAN-Radio0/0] quit 
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Verifying the configuration 
# Use the display wlan service-template command to verify that the WLAN service template has 
been configured correctly. 
[AP] display wlan service-template service1 

Service template name        : service1 

SSID                         : service 

SSID-hide                    : Disabled 

User-isolation               : Disabled 

Service template status      : Enabled 

Maximum clients per BSS      : 64 

VLAN ID                      : 1 

AKM mode                     : Not configured 

Security IE                  : Not configured 

Cipher suite                 : WEP40 

WEP key ID                   : 2 

TKIP countermeasure time     : 0 

PTK lifetime                 : 43200 sec 

GTK rekey                    : Enabled 

GTK rekey method             : Time-based 

GTK rekey time               : 86400 sec 

GTK rekey client-offline     : Enabled 

User authentication mode     : Shared-key 

Intrusion protection         : Disabled 

Intrusion protection mode    : Temporary-block 

Temporary block time         : 180 sec 

Temporary service stop time  : 20 sec 

Fail VLAN ID                 : Not configured 

802.1X handshake             : Disabled 

802.1X handshake secure      : Disabled 

802.1X domain                : Not configured 

MAC-auth domain              : Not configured 

Max 802.1X users             : 4096 

Max MAC-auth users           : 4096 

802.1X re-authenticate       : Disabled 

Authorization fail mode      : Online 

Accounting fail mode         : Online 

Authorization                : Permitted 

Key derivation               : N/A 

PMF status                   : Disabled 

PSK authentication and bypass authentication configuration 
example 
Network requirements 

As shown in Figure 15, the switch functions as a DHCP server to assign IP addresses to the AP and 
client.  
• Configure open system authentication and bypass authentication. 



 

33 

• Configure the client to use the preshared key 12345678 to access the network. 

Figure 15 Network diagram 

 
 

Configuration procedure 
1. Create a WLAN service template named service1. 

<AP> system-view 

[AP] wlan service-template service1 

2. Specify the SSID service for the service template. 
[AP-wlan-st-service1] ssid service 

3. Configure WLAN security for the service template service1: 
# Configure PSK as the AKM mode and specify the plaintext key 12345678. 
[AP-wlan-st-service1] akm mode psk 

[AP-wlan-st-service1] preshared-key pass-phrase simple 12345678 

# Configure CCMP as the cipher suite and WPA as the security IE. 
[AP-wlan-st-service1] cipher-suite ccmp 

[AP-wlan-st-service1] security-ie wpa 

4. Enable the service template service1. 
[AP-wlan-st-service1] service-template enable 

[AP-wlan-st-service1] quit 

5. Bind the service template service1 to WLAN-Radio 0/0 of the AP. 
[AP] interface WLAN-Radio 0/0 

[AP-WLAN-Radio0/0] undo shutdown 

[AP-WLAN-Radio0/0] service-template service1 

[AP-WLAN-Radio0/0] quit 

Verifying the configuration 
# Use the display wlan service-template command to verify that the WLAN service template has 
been configured correctly. 
[AP] display wlan service-template service1 

Service template name        : service1 

SSID                         : service 

SSID-hide                    : Disabled 

User-isolation               : Disabled 

Service template status      : Enabled 

Maximum clients per BSS      : 64 

VLAN ID                      : 1 

AKM mode                     : PSK 

Security IE                  : WPA 

Cipher suite                 : CCMP 

TKIP countermeasure time     : 0 

PTK lifetime                 : 43200 sec 

GTK rekey                    : Enabled 

GTK rekey method             : Time-based 

GTK rekey time               : 86400 sec 
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GTK rekey client-offline     : Enabled 

User authentication mode          : Bypass 

Intrusion protection         : Disabled 

Intrusion protection mode    : Temporary-block 

Temporary block time         : 180 sec 

Temporary service stop time  : 20 sec 

Fail VLAN ID                 : Not configured 

802.1X handshake             : Disabled 

802.1X handshake secure      : Disabled 

802.1X domain                : Not configured 

MAC-auth domain              : Not configured 

Max 802.1X users             : 4096 

Max MAC-auth users           : 4096 

802.1X re-authenticate       : Disabled 

Authorization fail mode      : Online 

Accounting fail mode         : Online 

Authorization                : Permitted 

Key derivation               : N/A 

PMF status                   : Disabled 

PSK authentication and MAC authentication configuration 
example 
Network requirements 

As shown in Figure 16, the switch functions as a DHCP server to assign IP addresses to the AP and 
client.  
• Configure open system authentication and MAC authentication so that the client can access the 

network by using the login username abc and password 123. 
• Configure the client to use the preshared key 12345678 to access the network. 

Figure 16 Network diagram 

 
 

Configuration procedure 
1. Configure the username abc and the password 123 on the RADIUS server and make sure the 

RADIUS server and AC can reach each other. (Details not shown.) 
2. Create a WLAN service template named service1. 

<AP> system-view 
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[AP] wlan service-template service1 

3. Specify the SSID service for the service template. 
[AP-wlan-st-service1] ssid service 

4. Configure WLAN security for service template service1: 
# Configure PSK as the AKM mode and specify the plaintext key 12345678. 
[AP-wlan-st-service1] akm mode psk 

[AP-wlan-st-service1] preshared-key pass-phrase simple 12345678 

# Configure CCMP as the cipher suite and WPA as the security IE. 
[AP-wlan-st-service1] cipher-suite ccmp 

[AP-wlan-st-service1] security-ie wpa 

# Configure the MAC-address-based authentication mode. 
[AP-wlan-st-service1] client-security authentication-mode mac 

5. Enable the service template service1. 
[AP-wlan-st-service1] service-template enable 

[AP-wlan-st-service1] quit 

6. Configure a RADIUS scheme: 
# Create a RADIUS scheme named radius1 and enter its view. 
[AP] radius scheme radius1 

# Specify the primary authentication server and accounting server. 
[AP-radius-radius1] primary authentication 10.1.1.3 1812 
[AP-radius-radius1] primary accounting 10.1.1.3 1813 
# Set the shared keys for authentication and accounting to 12345678 in plaintext. 
[AP-radius-radius1] key authentication simple 12345678 
[AP-radius-radius1] key accounting simple 12345678 
# Configure the format for the usernames sent to the RADIUS server based on the RADIUS 
server configuration: 

 Exclude domain names from the usernames sent to the RADIUS server. 
[AP-radius-radius1] user-name-format without-domain 

[AP-radius-radius1] quit 

 Include domain names in the usernames sent to the RADIUS server. 
[AP-radius-radius1] user-name-format with-domain 

[AP-radius-radius1] quit 

7. Create an ISP domain named dom1 and configure a RADIUS scheme for the ISP domain. 
[AP] domain dom1 
[AP-isp-dom1] authentication lan-access radius-scheme radius1 

[AP-isp-dom1] authorization lan-access radius-scheme radius1 

[AP-isp-dom1] accounting lan-access radius-scheme radius1 

[AP-isp-dom1] quit 

8. Configure the ISP domain dom1, username abc, and password 123 for the user. 
[AP] mac-authentication mac domain dom1 

[AP] mac-authentication user-name-format fixed account abc password simple 123 

9. Bind the service template service1 to WLAN-Radio 0/0 of the AP. 
[AP] interface WLAN-Radio 0/0 

[AP-WLAN-Radio0/0] undo shutdown 

[AP-WLAN-Radio0/0] service-template service1 

[AP-WLAN-Radio0/0] quit 
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 NOTE: 
For more information about the AAA and RADIUS commands in this section, see Security 
Command Reference. 
 

Verifying the configuration 
# Use the display wlan service-template command to verify that the WLAN service template has 
been configured correctly. 
[AP] display wlan service-template service1 

Service template name        : service1 

SSID                         : service 

SSID-hide                    : Disabled 

User-isolation               : Disabled 

Service template status      : Enabled 

Maximum clients per BSS      : 64 

VLAN ID                      : 1 

AKM mode                     : PSK 

Security IE                  : WPA 

Cipher suite                 : CCMP 

TKIP countermeasure time     : 0 

PTK lifetime                 : 43200 sec 

GTK rekey                    : Enabled 

GTK rekey method             : Time-based 

GTK rekey time               : 86400 sec 

GTK rekey client-offline     : Enabled 

User authentication mode          : MAC 

Intrusion protection         : Disabled 

Intrusion protection mode    : Temporary-block 

Temporary block time         : 180 sec 

Temporary service stop time  : 20 sec 

Fail VLAN ID                 : Not configured 

802.1X handshake             : Disabled 

802.1X handshake secure      : Disabled 

802.1X domain                : Not configured 

MAC-auth domain              : Not configured 

Max 802.1X users             : 4096 

Max MAC-auth users           : 4096 

802.1X re-authenticate       : Disabled 

Authorization fail mode      : Online 

Accounting fail mode         : Online 

Authorization                : Permitted 

Key derivation               : N/A 

PMF status                   : Disabled 

802.1X AKM configuration example 
Network requirements 

As shown in Figure 17, the switch functions as a DHCP server to assign IP addresses to the AP and 
client.  
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• Configure open system authentication and 802.1X authentication so that the client can access 
the network by using the login username abcdef and password 123456. 

• Configure the 802.1X as the AKM mode. 

Figure 17 Network diagram 

 
 

Configuration procedure 
1. Configure the username abcdef and the password 123456 on the RADIUS server and make 

sure the RADIUS server and AC can reach each other. (Details not shown.) 
2. Configure the 802.1X client. (Details not shown.) 
3. Create a WLAN service template named service1. 

<AP> system-view 

[AP] wlan service-template service1 

4. Specify the SSID service for the service template. 
[AP-wlan-st-service1] ssid service 

5. Configure WLAN security for the service template service1: 
# Configure 802.1X as the AKM mode. 
[AP-wlan-st-service1] akm mode dot1x 

# Configure CCMP as the cipher suite and WPA as the security IE. 
[AP-wlan-st-service1] cipher-suite ccmp 

[AP-wlan-st-service1] security-ie wpa 

# Configure the 802.1X authentication mode. 
[AP-wlan-st-service1] client-security authentication-mode dot1x 

6. Enable the service template service1. 
[AP-wlan-st-service1] service-template enable 

[AP-wlan-st-service1] quit 

7. Configure a RADIUS scheme. 
# Create a RADIUS scheme named radius1 and enter its view. 
[AP] radius scheme radius1 

# Specify the primary authentication server and accounting server. 
[AP-radius-radius1] primary authentication 10.1.1.3 1812 
[AP-radius-radius1] primary accounting 10.1.1.3 1813 
# Set the shared keys for authentication and accounting to 12345 in plaintext. 
[AP-radius-radius1] key authentication simple 12345 
[AP-radius-radius1] key accounting simple 12345 
# Configure the format for the usernames sent to the RADIUS server based on the RADIUS 
server configuration: 
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 Exclude domain names from the usernames sent to the RADIUS server. 
[AP-radius-radius1] user-name-format without-domain 

[AP-radius-radius1] quit 

 Include domain names in the usernames sent to the RADIUS server. 
[AP-radius-radius1] user-name-format with-domain 

[AP-radius-radius1] quit 

8. Create an ISP domain named dom1 and configure a RADIUS scheme for the ISP domain. 
[AP] domain dom1 
[AP-isp-dom1] authentication lan-access radius-scheme radius1 

[AP-isp-dom1] authorization lan-access radius-scheme radius1 

[AP-isp-dom1] accounting lan-access radius-scheme radius1 

[AP-isp-dom1] quit 

9. Configure dom1 as the default ISP domain. 
[AP] domain default enable dom1 

10. Bind the service template service1 to WLAN-Radio 0/0 of the AP. 
[AP] interface WLAN-Radio 0/0 

[AP-WLAN-Radio0/0] undo shutdown 

[AP-WLAN-Radio0/0] service-template service1 

[AP-WLAN-Radio0/0] quit 
 

 NOTE: 
For more information about the AAA and RADIUS commands in this section, see Security 
Command Reference. 
 

Verifying the configuration 
# Use the display wlan service-template command to verify that the WLAN service template has 
been configured correctly. 
[AP] display wlan service-template service1 

Service template name        : service1 

SSID                         : service 

SSID-hide                    : Disabled 

User-isolation               : Disabled 

Service template status      : Enabled 

Maximum clients per BSS      : 64 

VLAN ID                      : 1 

AKM mode                     : PSK 

Security IE                  : WPA 

Cipher suite                 : CCMP 

TKIP countermeasure time     : 0 

PTK lifetime                 : 43200 sec 

GTK rekey                    : Enabled 

GTK rekey method             : Time-based 

GTK rekey time               : 86400 sec 

GTK rekey client-offline     : Enabled 

User authentication mode          : 802.1X 

Intrusion protection         : Disabled 

Intrusion protection mode    : Temporary-block 

Temporary block time         : 180 sec 
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Temporary service stop time  : 20 sec 

Fail VLAN ID                 : Not configured 

802.1X handshake             : Disabled 

802.1X handshake secure      : Disabled 

802.1X domain                : Not configured 

MAC-auth domain              : Not configured 

Max 802.1X users             : 4096 

Max MAC-auth users           : 4096 

802.1X re-authenticate       : Disabled 

Authorization fail mode      : Online 

Accounting fail mode         : Online 

Authorization                : Permitted 

Key derivation               : N/A 

PMF status                   : Disabled 

Management frame protection configuration example 
Network requirements 

As shown in Figure 18, the switch functions as a DHCP server to assign IP addresses to the AP and 
client.  
• Configure the client to use the preshared key 12345678 to access the network. 
• Configure the CCMP cipher suite, RSN security IE, and management frame protection. 

Figure 18 Network diagram 

 
 

Configuration procedure 
1. Create a WLAN service template named service1. 

<AP> system-view 

[AP] wlan service-template service1 

2. Specify the SSID service for the service template. 
[AP-wlan-st-service1] ssid service 

3. Enable management frame protection in optional mode. 
[AP-wlan-st-service1] pmf optional 

4. Configure the RSNA mechanism: 
# Configure PSK as the AKM mode and specify the plaintext key 12345678. 
[AP-wlan-st-service1] akm mode psk 

[AP-wlan-st-service1] preshared-key pass-phrase simple 12345678 

# Configure CCMP as the cipher suite and RSN as the security IE. 
[AP-wlan-st-service1] cipher-suite ccmp 

[AP-wlan-st-service1] security-ie rsn 
5. Enable the service template service1. 

[AP-wlan-st-service1] service-template enable 

[AP-wlan-st-service1] quit 

IP network

Switch AP
Client
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6. Bind the service template service1 to WLAN-Radio 0/0 of the AP. 
[AP] interface WLAN-Radio 0/0 

[AP-WLAN-Radio0/0] undo shutdown 

[AP-WLAN-Radio0/0] service-template service1 

[AP-WLAN-Radio0/0] quit 

Verifying the configuration 
# Use the display wlan service-template command to verify that the WLAN service template has 
been configured correctly. 
[AP] display wlan service-template service1 

Service template name        : service1 

SSID                         : service 

SSID-hide                    : Disabled 

User-isolation               : Disabled 

Service template status      : Enabled 

Maximum clients per BSS      : 64 

VLAN ID                      : 1 

AKM mode                     : PSK 

Security IE                  : RSN 

Cipher suite                 : CCMP 

TKIP countermeasure time     : 0 

PTK lifetime                 : 43200 sec 

GTK rekey                    : Enabled 

GTK rekey method             : Time-based 

GTK rekey time               : 86400 sec 

GTK rekey client-offline     : Enabled 

User authentication mode     : Bypass 

Intrusion protection         : Disabled 

Intrusion protection mode    : Temporary-block 

Temporary block time         : 180 sec 

Temporary service stop time  : 20 sec 

802.1X handshake             : Disabled 

802.1X handshake secure      : Disabled 

802.1X domain                : Not configured 

MAC-auth domain              : Not configured 

Max 802.1X users             : 4096 

Max MAC-auth users           : 4096 

802.1X re-authenticate       : Disabled 

Authorization fail mode      : Online 

Accounting fail mode         : Online 

Authorization                : Permitted 

Key derivation               : SHA1-AND-SHA256 

PMF status                   : Optional 

# Use the display wlan client verbose command to verify the management frame protection 
negotiation results after a 802.11w client comes online. 
[AP] display wlan client verbose 

Total number of clients: 1 

 

MAC address                       : 5250-0012-0411 
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Username                          : 11w 

Radio ID                          : 1 

SSID                              : service 

BSSID                             : aabb-ccdd-eeff 

VLAN ID                           : 1 

Power save mode                   : Active 

Wireless mode                     : 802.11a 

QoS mode                          : None 

Listen interval                   : 100 

RSSI                              : 0 

Rx/Tx rate                        : 0/0 

Authentication method             : Open system 

Security mode                     : RSN 

AKM mode                          : PSK 

Encryption cipher                 : CCMP 

User authentication mode          : Bypass 

Authorization ACL ID              : N/A 

Authorization user profile        : N/A 

Roam status                       : Normal 

Key derivation                    : SHA256 

PMF status                        : Enabled 

Online time                       : 0hr 0min 10sec 

Dynamic WEP mechanism configuration example 
Network requirements 

As shown in Figure 19, the switch functions as a DHCP server to assign IP addresses to the AP and 
client.  
• Configure open system authentication and 802.1X authentication so that the client can access 

the network by using the login username abcdef and password 123456. 
• Configure the dynamic WEP mechanism. 

Figure 19 Network diagram 

 
 

Configuration procedure 
1. Configure the username abcdef and the password 123456 on the RADIUS server and make 

sure the RADIUS server and AC can reach each other. (Details not shown.) 
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2. Configure the 802.1X client. (Details not shown.) 
3. Create a WLAN service template named service1. 

<AP> system-view 

[AP] wlan service-template service1 

4. Specify the SSID service for the service template. 
[AP-wlan-st-service1] ssid service 

5. Enable the dynamic WEP mechanism. 
[AP-wlan-st-service1] wep mode dynamic 

6. Configure the 802.1X authentication mode. 
[AP-wlan-st-service1] client-security authentication-mode dot1x 

7. Enable the service template service1. 
[AP-wlan-st-service1] service-template enable 

[AP-wlan-st-service1] quit 

8. Configure a RADIUS scheme: 
# Create a RADIUS scheme named radius1 and enter its view. 
[AP] radius scheme radius1 

# Specify the primary authentication server and accounting server. 
[AP-radius-radius1] primary authentication 10.1.1.3 1812 

[AP-radius-radius1] primary accounting 10.1.1.3 1813 
# Set the shared keys for authentication and accounting to 12345 in plaintext. 
[AP-radius-radius1] key authentication simple 123456 

[AP-radius-radius1] key accounting simple 123456 
# Set the format for the usernames sent to the RADIUS server based on the RADIUS server 
configuration: 

 Exclude domain names from the usernames sent to the RADIUS server.  
[AP-radius-radius1] user-name-format without-domain 

[AP-radius-radius1] quit 

 Include domain names in the usernames sent to the RADIUS server. 
[AP-radius-radius1] user-name-format with-domain 

[AP-radius-radius1] quit 

9. Create an ISP domain named dom1 and configure a RADIUS scheme for the ISP domain. 
[AP] domain dom1 
[AP-isp-dom1] authentication lan-access radius-scheme radius1 

[AP-isp-dom1] authorization lan-access radius-scheme radius1 

[AP-isp-dom1] accounting lan-access radius-scheme radius1 

[AP-isp-dom1] quit 

10. Configure dom1 as the default ISP domain. 
[AP] domain default enable dom1 

11. Bind the service template service1 to WLAN-Radio 0/0 of the AP. 
[AP] interface WLAN-Radio 0/0 

[AP-WLAN-Radio0/0] service-template service1 

[AP-WLAN-Radio0/0] quit 
 

 NOTE: 
For more information about the AAA and RADIUS commands in this section, see Security 
Command Reference. 
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Verifying the configuration 
# Use the display wlan service-template command to verify that the WLAN service template has 
been configured correctly. 
[AP]display wlan service-template service1 

Service template name        : service1 

SSID                         : service 

SSID-hide                    : Disabled 

User-isolation               : Disabled 

Service template status      : Enabled 

Maximum clients per BSS      : 64 

VLAN ID                      : 1 

AKM mode                     : Not configured 

Security IE                  : Not configured 

Cipher suite                 : WEP104 

WEP key ID                   : 1 

TKIP countermeasure time     : 0 

PTK lifetime                 : 43200 sec 

GTK rekey                    : Enabled 

GTK rekey method             : Time-based 

GTK rekey time               : 86400 sec 

GTK rekey client-offline     : Enabled 

User authentication mode          : 802.1X 

Intrusionprotection          : Disabled 

Intrusionprotection mode     : Temporary-block 

Temporary block time         : 180 sec 

Temporaryservicestop time    : 20 sec 

Fail VLAN ID                 : Not configured 

802.1X handshake             : Disabled 

802.1X handshake secure      : Disabled 

802.1X domain                : Not configured 

MAC-auth domain              : Not configured 

Max 802.1X users             : 4096 

Max MAC-auth users           : 4096 

802.1X re-authenticate       : Disabled 

Authorization fail mode      : Online 

Accounting fail mode         : Online 

Authorization                : Permitted 

Key derivation               : N/A 

PMF status                   : Disabled 
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WLAN authentication overview 
This chapter describes Hewlett Packard Enterprise implementation of WLAN authentication. WLAN 
authentication performs MAC-based network access control for WLAN clients to ensure access 
security. 

WLAN authentication includes 802.1X authentication, MAC authentication, and OUI authentication. 

As shown in Figure 20, the AP acts as the authenticator and authenticates the client to control 
access to the WLAN. 

Figure 20 Network diagram 

 
 

 NOTE: 
In the document, "AP" refers to a router that can provide WLAN access service. 
 

802.1X authentication 
802.1X uses Extensible Authentication Protocol (EAP) to transport authentication information for the 
client, the authenticator, and the authentication server. 

802.1X defines EAP over LAN (EAPOL) for passing EAP packets between the client and the 
authenticator over a WLAN. Between the authenticator and the authentication server, 802.1X 
delivers authentication information by using one of the following methods: 
• Encapsulates EAP packets in RADIUS by using EAP over RADIUS (EAPOR), as described in 

"EAP relay." 
• Extracts authentication information from the EAP packets and encapsulates the information in 

standard RADIUS packets, as described in "EAP termination." 

For information about EAP packet encapsulation, see Security Configuration Guide. 

802.1X authentication initiation 
Both the client and the authenticator can initiate 802.1X authentication. 
• Client initiation—After the client is associated with the authenticator, it sends an EAPOL-Start 

packet to the authenticator to initiate 802.1X authentication. 
• Authenticator initiation—After the client is associated with the authenticator, the 

authenticator sends an EAP-Request/Identity packet to initiate the authentication. The 
authenticator retransmits the packet if no response has been received within the client timeout 
timer. 
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802.1X authentication process 
The authenticator uses EAP relay or EAP termination to communicate with the RADIUS server. 

EAP relay 
In this mode, the authenticator uses EAPOR packets to send authentication information to the 
RADIUS server. The RADIUS server must support the EAP-Message and Message-Authenticator 
attributes, and must use the same authentication method as the client. For the authenticator, you 
only need to use the dot1x authentication-method eap command to enable EAP relay. 

Figure 21 shows the basic 802.1X authentication process in EAP relay mode. In this example, 
EAP-MD5 is used.  

Figure 21 802.1X authentication process in EAP relay mode 

 
 

The following steps describe the 802.1X authentication process: 
1. When a user launches the 802.1X client and enters a registered username and password, the 

802.1X client sends an EAPOL-Start packet to the authenticator. 
For information about the client and AP association, see "Configuring WLAN security." 

2. The authenticator responds with an EAP-Request/Identity packet to request for the username. 
3. The client sends the username in an EAP-Response/Identity packet to the authenticator. 

EAPOR

(1) EAPOL-Start

(2) EAP-Request/Identity

(3) EAP-Response/Identity

(6) EAP-Request/MD5 challenge

(10) EAP-Success

(7) EAP-Response/MD5 challenge

(4) RADIUS Access-Request
(EAP-Response/Identity)

(5) RADIUS Access-Challenge
(EAP-Request/MD5 challenge)

(9) RADIUS Access-Accept
(EAP-Success)

(8) RADIUS Access-Request
(EAP-Response/MD5 challenge)

(11) EAP-Request/Identity

(12) EAP-Response/Identity

(13) EAPOL-Logoff

...

Client AP Authentication server

Client authorized

Client unauthorized
(14) EAP-Failure

EAPOL
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4. The authenticator relays the EAP-Response/Identity packet in a RADIUS Access-Request 
packet to the authentication server. 

5. The authentication server uses the username in the RADIUS Access-Request to search its user 
database. If a matching entry is found, the server uses a randomly generated challenge 
(EAP-Request/MD5-challenge) to encrypt the password in the entry. Then, the server sends 
the challenge in a RADIUS Access-Challenge packet to the authenticator. 

6. The authenticator transmits the EAP-Request/MD5-Challenge packet to the client. 
7. The client uses the received challenge to encrypt the password, and sends the encrypted 

password in an EAP-Response/MD5-Challenge packet to the authenticator.  
8. The authenticator relays the EAP-Response/MD5-Challenge packet in a RADIUS 

Access-Request packet to the authentication server. 
9. The authentication server compares the received encrypted password with the encrypted 

password it generated at step 5. If the two passwords are identical, the server considers the 
client valid and sends a RADIUS Access-Accept packet to the authenticator. 

10. Upon receiving the RADIUS Access-Accept packet, the authenticator allows the client to 
access the network. 

11. After the client comes online, the authenticator periodically sends handshake requests to 
examine whether the client is still online. 

12. Upon receiving a handshake request, the client returns a response. If the client fails to return a 
response after a number of consecutive handshake attempts (two by default), the authenticator 
logs off the client. This handshake mechanism enables timely release of the network resources 
used by 802.1X clients that have abnormally gone offline. 

13. The client sends an EAPOL-Logoff packet to request a logoff from the authenticator. 
14. In response to the EAPOL-Logoff packet, the authenticator sends an EAP-Failure packet to the 

client. 

EAP termination 
In this mode, the authenticator performs the following operations: 
1. Terminates the EAP packets received from the client. 
2. Encapsulates the client authentication information in standard RADIUS packets. 
3. Uses PAP or CHAP to communicate with the RADIUS server. 

Figure 22 shows the basic 802.1X authentication process in EAP termination mode. In this example, 
CHAP authentication is used.  
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Figure 22 802.1X authentication process in EAP termination mode 

 
 

In EAP termination mode, the authentication device rather than the authentication server generates 
an MD5 challenge for password encryption. The authentication device then sends the MD5 
challenge together with the username and encrypted password in a standard RADIUS packet to the 
RADIUS server. 

MAC authentication 
MAC authentication controls network access by authenticating source MAC addresses. The feature 
does not require any client software. Clients do not have to enter usernames or passwords for 
network access. The authenticator initiates a MAC authentication process when it detects an 
unknown source MAC address. If the MAC address passes authentication, the client can access 
authorized network resources. If the authentication fails, the authenticator marks the MAC address 
as a silent MAC address and rejects the client's access. 

User account policies 
User accounts are required for identifying clients. MAC authentication supports the following user 
account policies: 

RADIUS

(1) EAPOL-Start

(2) EAP-Request/Identity

(3) EAP-Response/Identity

(4) EAP-Request/MD5 challenge

(8) EAP-Success

(5) EAP-Response/MD5 challenge

(9) EAP-Request/Identity

(10) EAP-Response/Identity

(11) EAPOL-Logoff

...

Client Authentication server

Client authorized

Client unauthorized

(6) RADIUS Access-Request
(CHAP-Response/MD5 challenge)

(7) RADIUS Access-Accept
(CHAP-Success)

(12) EAP-Failure

EAPOL
AP
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• One MAC-based user account for each client. The authenticator uses the unknown source 
MAC addresses in packets as the usernames and passwords of clients for MAC authentication.  

• One shared user account for all clients. You specify one username and password, which are not 
necessarily a MAC address, for all MAC authentication clients on the authenticator. The 
username is a case-sensitive string of 1 to 55 characters which cannot include the at sign (@). 
The password can be a plaintext string of 1 to 63 characters or ciphertext string of 1 to 117 
characters. 

Authentication methods 
You can perform MAC authentication on the authenticator (local authentication) or through a 
RADIUS server. 

RADIUS authentication: 
• MAC-based accounts—The authenticator sends the source MAC address of the packet as the 

username and password to the RADIUS server for authentication. 
• A shared account—The authenticator sends the shared account username and password to 

the RADIUS server for authentication. 

Local authentication: 
• MAC-based accounts—The authenticator uses the source MAC address of the packet as the 

username and password to search the local account database for a match. 
• A shared account—The authenticator uses the shared account username and password to 

search the local account database for a match. 

For more information about configuring local authentication and RADIUS authentication, see 
Security Configuration Guide. 

OUI authentication 
OUI authentication examines the OUIs in the MAC addresses of clients. A client passes OUI 
authentication if the client's OUI matches one of the OUIs configured for the authenticator. 
 

 NOTE: 
An OUI is a 24-bit number that uniquely identifies a vendor, manufacturer, or organization. In MAC 
addresses, the first three octets are the OUI. 
 

Authentication modes 
Authentication mode Working mechanism 
bypass (the default) Does not perform authentication. 

dot1x Performs 802.1X authentication only. 

mac Performs MAC authentication only. 

mac-or-dot1x Performs MAC authentication first, and then 802.1X authentication. If the client 
passes MAC authentication, 802.1X authentication is not performed. 
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Authentication mode Working mechanism 

dot1x-or-mac Performs 802.1X authentication first, and then MAC authentication. If the client 
passes 802.1X authentication, MAC authentication is not performed. 

oui-or-dot1x Performs OUI authentication first, and then 802.1X authentication. If the client 
passes OUI authentication, 802.1X authentication is not performed. 

 

Intrusion protection 
When the authenticator detects an association request from a client that fails authentication, 
intrusion protection is triggered. The feature takes one of the following predefined actions on the 
BSS where the request is received: 
• temporary-block (default)—Adds the source MAC address of the request to the blocked MAC 

address list and drops the request packet. The client at a blocked MAC address cannot 
establish connections with the AP within a period. To set the period, use the client-security 
intrusion-protection timer temporary-block command. 

• service-stop—Stops the BSS where the request is received until the BSS is enabled manually 
on the radio interface. 

• temporary-service-stop—Stops the BSS where the request is received for a period. To set the 
period, use the client-security intrusion-protection timer temporary-service-stop 
command. 

 

 NOTE: 
Intrusion protection action is not supported in bypass mode. 
 

WLAN VLAN manipulation 
VLAN authorization 

You can specify authorization VLANs for a WLAN client to control the client's access to network 
resources. When the client passes 802.1X or MAC authentication, the authentication server assigns 
the authorization VLAN information to the authenticator. When the device acts as the authenticator, it 
can resolve server-assigned VLANs of the following formats: 
• VLAN ID. 
• VLAN name. 
• VLAN group name. 
• VLAN ID and VLAN name combination. 
 

 NOTE: 
The device converts VLAN names and VLAN group names into VLAN IDs before it assigns a VLAN 
to the client. If the device receives a group of VLANs from the server, it selects the VLAN with the 
lowest ID for VLAN authorization. 
 

The device fails VLAN authorization for a client in the following situations: 
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• The device fails to resolve the authorization VLAN information. 
• The server assigns a VLAN name to the device, but the device does not have any VLAN using 

the name. 
• The server assigns a VLAN group name to the device, but the VLAN group does not exist or the 

VLAN group has not been assigned any VLAN. 

In hierarchy AC networks, the authenticator and the device for data forwarding can be different 
devices. For example, the central AC performs authentication, and the local AC or AP forwards data 
traffic. 

Authorization VLAN information is used to control data forwarding, so they must be assigned by the 
device that forwards data traffic. VLAN assignment can be local VLAN assignment or remote VLAN 
assignment depending on whether the authenticator and the forwarding device are the same device. 
• Local VLAN assignment—The authenticator and the forwarding device are the same device. 

After the authenticator obtains the authorization VLAN information, it resolves the information 
and assigns the VLAN. 

• Remote VLAN assignment—The authenticator and the forwarding device are different 
devices. After the authenticator obtains the authorization VLAN information, it sends the 
information to the remote forwarding device. The forwarding device then resolves the 
information and assigns the VLAN. 

For more information about VLANs, see Layer 2—LAN Switching Configuration Guide. 

Auth-Fail VLAN 
The WLAN Auth-Fail VLAN accommodates clients that have failed WLAN authentication because of 
the failure to comply with the organization security strategy. For example, the VLAN accommodates 
clients that have entered wrong passwords or usernames. The Auth-Fail VLAN does not 
accommodate WLAN clients that have failed authentication for authentication timeouts or network 
connection problems. 

Clients in the Auth-Fail VLAN can access a limited set of network resources. 

The authenticator reauthenticates a client in the Auth-Fail VLAN at the interval of 30 seconds. 
• If the client passes the reauthentication, the authenticator assigns the client to the authorization 

VLAN. If no authorization VLAN is configured, the client is assigned to the initial VLAN. 
• If the client fails the reauthentication, the client is still in the Auth-Fail VLAN. 

Clients that use RSNA cannot be assigned to the Auth-Fail VLAN after they fail 802.1X 
authentication. The authenticator directly logs off the clients. 

The Auth-Fail VLAN feature takes precedence over intrusion protection. When a client fails 
authentication, the Auth-Fail VLAN setting applies first. If no Auth-Fail VLAN is configured, the 
intrusion protection feature takes effect. If neither feature is configured, the authenticator directly 
logs off the client. 

Using WLAN authentication with other features 
ACL assignment 

You can specify an ACL for an 802.1X or MAC authentication client to control the client's access to 
network resources. After the client passes authentication, the authentication server assigns the ACL 
to the client for filtering traffic for this client. The authentication server can be on the AP that acts as 
the authenticator or on a RADIUS server. In either case, you must configure rules for the ACL on the 
authenticator.  

To change the access control criteria for the client, you can use one of the following methods: 
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• Modify the ACL rules on the authenticator. 
• Specify another ACL for the client on the authentication server. 

For more information about ACLs, see ACL and QoS Configuration Guide. 

User profile assignment 
You can specify a user profile for a WLAN client to control the client's access to network resources. 
After the client passes 802.1X or MAC authentication, the authentication server assigns the user 
profile to the client for filtering traffic. The authentication server can be on the AP that acts as the 
authenticator or on a RADIUS server. In either case, you must configure the user profile on the 
authenticator.  

To change the client's access permissions, you can use one of the following methods: 
• Modify the user profile configuration on the authenticator. 
• Specify another user profile for the client on the authentication server. 

For more information about user profiles, see Security Configuration Guide. 

BYOD access control 
This feature allows the RADIUS server to push different register pages and assign different 
authorization attributes to clients on different endpoint devices.  
 

 NOTE: 
This feature supports only IMC servers to act as the RADIUS server at the current version. 
 

The following process illustrates the BYOD access control for a WLAN client that passes 802.1X or 
MAC authentication: 
1. The authenticator performs the following operations: 

a. Obtains the Option 55 attribute from DHCP packets. 
b. Delivers the Option 55 attribute to the RADIUS server. 
On an IMC server, the Option 55 attribute will be delivered to UAM. 

2. The BYOD-capable RADIUS server performs the following operations: 
a. Uses the Option 55 attribute to identify endpoint device information including endpoint type, 

operating system, and vendor. 
b. Sends a register page and assigns authorization attributes to the client according to the 

device information. 
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Configuring WLAN authentication 
This chapter describes authenticator configuration for WLAN authentication. 

Feature and hardware compatibility 
The fat AP feature that provides WLAN authentication is supported only on MSR954(JH297A/ 
JH298A/JH299A) routers. 

Configuration prerequisites 
Before you configure WLAN authentication, complete the following tasks: 
• Configure an ISP domain and AAA scheme (local or RADIUS authentication) for WLAN clients.  
• If local authentication is used, create local user accounts on the device (including usernames 

and passwords) and set the service type to lan-access. 
• If RADIUS authentication is used, make sure the device and the RADIUS server can reach 

each other, and create user accounts on the RADIUS server. If you are using MAC-based 
accounts for MAC authentication clients, make sure the username and password for each 
account are the same as the MAC address of each client. 

For more information, see Security Configuration Guide. 

WLAN authentication configuration task list 
Tasks at a glance 
• (Optional.) Configuring global WLAN authentication parameters: 

 Setting OUIs for OUI authentication 
 Specifying 802.1X-supported domain name delimiters 
 Enabling EAP relay or EAP termination for 802.1X 
 Setting the maximum number of 802.1X authentication request attempts 
 Setting the 802.1X authentication timers 
 Configuring the MAC authentication user account format 
 Specifying a global MAC authentication domain 
 Setting the MAC authentication server timeout timer 

• Configuring service-specific WLAN authentication parameters: 
 (Required.) Setting the authentication mode 
 (Optional.) Configuring a WLAN Auth-Fail VLAN 
 (Optional.) Ignoring authorization information from the server 
 (Optional.) Enabling the authorization-fail-offline feature 
 (Optional.) Configuring intrusion protection 
 (Optional.) Configuring the online user handshake feature 
 (Optional.) Specifying an 802.1X authentication domain 
 (Optional.) Setting the maximum number of concurrent 802.1X clients 
 (Optional.) Enabling the periodic online user reauthentication feature 
 (Optional.) Enabling the accounting-start-fail offline feature 
 (Optional.) Setting the maximum number of concurrent MAC authentication clients 
 (Optional.) Specifying a service-specific MAC authentication domain 
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Configuring global WLAN authentication 
parameters 
Setting OUIs for OUI authentication 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Set OUI values for OUI 
authentication. 

port-security oui index 
index-value mac-address 
oui-value 

By default, no OUI value is set for 
OUI authentication. 
This step is required only for the 
oui-then-dot1x mode. 
You can set multiple OUIs. The 
device supports a maximum of 16 
OUIs. 
For more information about this 
command, see Security Command 
Reference. 

 

Specifying 802.1X-supported domain name delimiters 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Specify a set of domain 
name delimiters for 802.1X 
clients. 

dot1x domain-delimiter string 

By default, only the at sign (@) 
delimiter is supported. 
For more information about this 
command, see Security 
Command Reference. 

 

Enabling EAP relay or EAP termination for 802.1X 

Step Command Remarks 
1. Enter system 

view. system-view N/A 

2. Enable EAP 
relay or EAP 
termination. 

dot1x 
authentication-method 
{ chap | eap | pap } 

By default, the device performs EAP termination 
and uses CHAP to communicate with the RADIUS 
server. 
Specify the eap keyword to enable EAP relay. 
Specify the chap or pap keyword to enable 
CHAP-enabled or PAP-enabled EAP termination. 
For more information about this command, see 
Security Command Reference. 
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 NOTE: 
If EAP relay mode is used, the user-name-format command configured in RADIUS scheme view 
does not take effect. The device sends the authentication data from the client to the server without 
any modification. For information about the user-name-format command, see Security Command 
Reference. 
 

Setting the maximum number of 802.1X authentication 
request attempts 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Set the maximum number of 
attempts for sending an 
802.1X authentication 
request. 

dot1x retry max-retry-value 

The default setting is 2. 
For more information about this 
command, see Security Command 
Reference. 

 

Setting the 802.1X authentication timers 
802.1X uses the following timers to control interactions with the client and the RADIUS server: 
• Client timeout timer—Starts when the device sends an EAP-Request/MD5-Challenge packet 

to a client. If the device does not receive a response when this timer expires, it retransmits the 
request to the client. If the device has made the maximum transmission attempts without 
receiving a response, the client fails authentication. To set the maximum attempts, use the 
dot1x retry command. 

• Server timeout timer—Starts when the device sends a RADIUS Access-Request packet to 
the authentication server. If the device does not receive a response when this timer expires, the 
device retransmits the request to the server. 

• Handshake timer—Starts after a client passes authentication when the online user handshake 
is enabled. The device sends handshake messages to the client at every handshake interval. 
The device logs off the client if it does not receive any response from the client after the 
maximum handshake attempts. To set the maximum attempts, use the dot1x retry command. 

• Periodic reauthentication timer—Starts after a client passes authentication when periodic 
online user reauthentication is enabled. The device reauthenticates the client at the configured 
interval. Any change to the timer takes effect only on clients that come online after the change. 

In most cases, the default settings are sufficient. You can edit the timers, depending on the network 
conditions. The following are two examples: 
• In a low-speed network, increase the client timeout timer. 
• In a network with authentication servers of different performances, adjust the server timeout 

timer. 

To set the 802.1X authentication timers: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Set the client timeout 
timer. 

dot1x timer supp-timeout 
supp-timeout-value 

The default setting is 30 seconds. 
For more information about this 
command, see Security Command 
Reference. 
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Step Command Remarks 

3. Set the server 
timeout timer. 

dot1x timer server-timeout 
server-timeout-value 

The default setting is 100 seconds. 
For more information about this 
command, see Security Command 
Reference. 

4. Set the handshake 
timer. 

dot1x timer handshake-period 
handshake-period-value 

The default setting is 15 seconds. 
For more information about this 
command, see Security Command 
Reference. 

5. Set the periodic 
reauthentication 
timer. 

dot1x timer reauth-period 
reauth-period-value 

The default setting is 3600 seconds. 
For more information about this 
command, see Security Command 
Reference. 

 

Configuring the MAC authentication user account format 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Configure the MAC 
authentication user 
account format. 

• Use one MAC-based user 
account for each client: 
mac-authentication 
user-name-format mac-address 
[ { with-hyphen | 
without-hyphen } [ lowercase | 
uppercase ] ] 

• Use one shared user account for 
all clients: 
mac-authentication 
user-name-format fixed 
[ account name ] [ password 
{ cipher | simple } password ] 

By default, the device uses the 
MAC address of a client as the 
username and password for 
MAC authentication. The MAC 
address is in the hexadecimal 
notation without hyphens, and 
letters are in lower case. 
For more information about this 
command, see Security 
Command Reference. 

 

Specifying a global MAC authentication domain 
To implement different access policies for clients, you can specify ISP domains for MAC 
authentication clients globally or on a service template. 

MAC authentication chooses an ISP domain for WLAN clients in the following order: 
1. The domain specified on the service template. 
2. The global MAC authentication domain specified in system view. 
3. The default domain. 

For information about ISP domains, see Security Configuration Guide. 

To globally specify an ISP domain for MAC authentication clients: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 
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Step Command Remarks 

2. Specify an ISP domain for 
MAC authentication 
clients. 

mac-authentication domain 
domain-name 

By default, no ISP domain is 
specified for MAC authentication 
clients in system view. 
For more information about this 
command, see Security 
Command Reference. 

 

Setting the MAC authentication server timeout timer 
MAC authentication starts the server timeout timer when the device sends an authentication request 
to a RADIUS server. If the device does not receive any response from the RADIUS server within the 
timeout timer, the device regards the server unavailable. If the timer expires during MAC 
authentication, the client cannot access the network. 

To set the MAC authentication server timeout timer: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Set the MAC 
authentication server 
timeout timer. 

mac-authentication timer 
server-timeout server-timeout-value 

The default setting is 100 
seconds. 
For more information about this 
command, see Security 
Command Reference. 

 

Configuring service-specific WLAN authentication 
parameters 
Setting the authentication mode 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter service template 
view. 

wlan service-template 
service-template-name N/A 

3. Set the authentication 
mode for WLAN clients. 

client-security 
authentication-mode { dot1x | 
dot1x-then-mac | mac | 
mac-then-dot1x | 
oui-then-dot1x } 

By default, the bypass mode 
applies. The device does not 
perform authentication. Clients 
can access the device directly. 

 

Configuring a WLAN Auth-Fail VLAN 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter service template view. wlan service-template 
service-template-name N/A 
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Step Command Remarks 

3. Configure a WLAN Auth-Fail 
VLAN. 

client-security authentication 
fail-vlan vlan-id 

By default, no WLAN Auth-Fail 
VLAN is configured. 
You can configure only on 
Auth-Fail VLAN on the service 
template. 

 

Ignoring authorization information from the server 
You can configure the device to ignore the authorization information received from the server (local 
or remote) after a client passes 802.1X or MAC authentication. Authorization information includes 
VLAN, ACL, and user profile. 

To configure the device to ignore authorization information from the server: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter service template view. wlan service-template 
service-template-name N/A 

3. Ignore the authorization 
information received from the 
authentication server. 

client-security 
ignore-authorization 

By default, authorization 
information received from the 
authentication server is used. 

 

Enabling the authorization-fail-offline feature 
The authorization-fail-offline feature logs off WLAN clients that fail ACL or user profile authorization. 

A client fails ACL or user profile authorization in the following situations: 
• The device or server fails to authorize the specified ACL or user profile to the client. 
• The authorized ACL or user profile does not exist. 

This feature does not apply to clients that fail VLAN authorization. The device always logs off these 
clients. 

To enable the authorization-fail-offline feature: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter service template view. wlan service-template 
service-template-name N/A 

3. Enable the 
authorization-fail-offline 
feature. 

client-security 
authorization-fail offline 

By default, this feature is disabled. 
The device does not log off clients 
that fail ACL or user profile 
authorization, and it outputs 
system logs. 

 

Configuring intrusion protection 

Step Command Remarks 
1. Enter system view. system-view N/A 
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Step Command Remarks 

2. Enter service template view. wlan service-template 
service-template-name N/A 

3. Enable the intrusion 
protection feature. 

client-security 
intrusion-protection enable 

By default, intrusion protection is 
disabled. 

4. (Optional.) Configure the 
intrusion protection action. 

client-security 
intrusion-protection action 
{ service-stop | 
temporary-block | 
temporary-service-stop } 

By default, temporary-block is 
used. 

5. (Optional.) Set the blocking 
period for illegal clients. 

client-security 
intrusion-protection timer 
temporary-block value 

The default setting is 180 
seconds. 

6. (Optional.) Set the silence 
period during which the BSS 
remains disabled. 

client-security 
intrusion-protection timer 
temporary-service-stop value 

The default setting is 20 seconds.

 

Configuring the online user handshake feature 
The online user handshake feature examines the connectivity status of online 802.1X clients. The 
device sends handshake messages to online clients at the interval specified by the dot1x timer 
handshake-period command. If the device does not receive any responses from an online client 
after it has made the maximum handshake attempts, the device sets the client to offline state. 

The online user handshake security feature adds authentication information in the handshake 
messages. This feature can prevent illegal clients from forging legal 802.1X clients to exchange 
handshake messages with the device. With this feature, the device compares the authentication 
information in the handshake response message from a client with that assigned by the 
authentication server. If no match is found, the device logs off the client. 

Configuration guidelines 
When you configure the online user handshake security feature, follow these restrictions and 
guidelines: 
• To use the online user handshake security feature, make sure the online user handshake 

feature is enabled. 
• The online user handshake security feature protects only online authenticated 802.1X clients. 

Configuration procedure 
To configure the online user handshake feature: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter service template view. wlan service-template 
service-template-name N/A 

3. Enable the online user 
handshake feature. dot1x handshake enable By default, this feature is disabled.

4. (Optional.) Enable the online 
user handshake security 
feature. 

dot1x handshake secure 
enable By default, this feature is disabled.
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Specifying an 802.1X authentication domain 
802.1X authentication chooses an ISP domain for WLAN clients in the following order: 
• The domain specified on the service template. 
• The domain specified by username. 
• The default domain. 

To specify an 802.1X authentication domain for a service template: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter service template view. wlan service-template 
service-template-name N/A 

3. Specify an 802.1X 
authentication domain for the 
service template. 

dot1x domain domain-name 
By default, no 802.1X 
authentication domain is specified 
for the service template. 

 

Setting the maximum number of concurrent 802.1X clients 
When the maximum number of concurrent 802.1X clients is reached for a service template, new 
802.1X clients are rejected. 

To set the maximum number of concurrent 802.1X clients for a service template: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter service template view. wlan service-template 
service-template-name N/A 

3. Set the maximum number of 
concurrent 802.1X clients for 
a service template. 

dot1x max-user count The default setting is 4096. 

 

Enabling the periodic online user reauthentication feature 
Periodic online user reauthentication tracks the connection status of online clients, and updates the 
authorization attributes assigned by the server. The attributes include the ACL, VLAN, and user 
profile-based QoS. The reauthentication interval is user configurable. 

The server-assigned session timeout timer (Session-Timeout attribute) and termination action 
(Termination-Action attribute) can affect the periodic online user reauthentication feature. To display 
the server-assigned Session-Timeout and Termination-Action attributes, use the display dot1x 
connection command (see Security Command Reference). 
• If the termination action is Default (logoff), periodic online user reauthentication on the device 

takes effect only when the periodic reauthentication timer is shorter than the session timeout 
timer. 

• If the termination action is Radius-request, the periodic online user reauthentication 
configuration on the device does not take effect. The device reauthenticates the online 802.1X 
clients after the session timeout timer expires. 

Support for the assignment of Session-Timeout and Termination-Action attributes depends on the 
server model. 
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To enable the periodic online user reauthentication feature: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter service template view. wlan service-template 
service-template-name N/A 

3. Enable periodic online user 
reauthentication. dot1x re-authenticate enable By default, this feature is disabled.

 

Enabling the accounting-start-fail offline feature 
This feature logs off a client if the device fails to send an Accounting-Start Request packet to the 
accounting server for the client. 

To enable the accounting-start-fail offline feature: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter service template view. wlan service-template 
service-template-name N/A 

3. Enable the 
accounting-start-fail offline 
feature. 

client-security 
accounting-start-fail offline 

By default, this feature is disabled. 
The device does not log off the 
client for whom it fails to send the 
Accounting-Start Request packet 
to the server. 

 

Setting the maximum number of concurrent MAC 
authentication clients 

When the maximum number of concurrent MAC authentication clients is reached for a service 
template, new MAC authentication clients are rejected. 

To set the maximum number of concurrent MAC authentication clients for a service template: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter service template view. wlan service-template 
service-template-name N/A 

3. Set the maximum number of 
concurrent MAC 
authentication clients for the 
service template. 

mac-authentication max-user 
count The default setting is 4096. 

 

Specifying a service-specific MAC authentication domain 
MAC authentication chooses an ISP domain for WLAN clients in the following order: 
• The domain specified on the service template. 
• The global MAC authentication domain specified in system view. 
• The default domain. 
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To specify an ISP domain for MAC authentication clients on a service template: 
 

Step Command Remarks 
1. Enter system view. system-view N/A 

2. Enter service template 
view. 

wlan service-template 
service-template-name N/A 

3. Specify an ISP domain for 
MAC authentication 
clients. 

mac-authentication domain 
domain-name 

By default, no ISP domain is 
specified for MAC authentication 
clients. 

 

Displaying and maintaining WLAN authentication 
settings 

Execute display commands in any view and reset commands in user view. 
 

Task Command 

Display online 802.1X client 
information. 

display dot1x connection [ interface interface-type 
interface-number | user-mac mac-addr | user-name 
name-string ] 

Display 802.1X session connection 
information, statistics, or configuration 
information. 

display dot1x [ sessions | statistics ] [ interface interface-type 
interface-number ] 

Display MAC authentication 
connections. 

display mac-authentication connection [ interface 
interface-type interface-number | user-mac mac-addr | 
user-name name-string ] 

Display MAC authentication 
information. 

display mac-authentication [ interface interface-type 
interface-number ] 

Display blocked MAC address 
information. display wlan client-security block-mac 

Clear 802.1X statistics. reset dot1x statistics [ interface interface-type 
interface-number ] 

Clear MAC authentication statistics. reset mac-authentication statistics [ interface interface-type 
interface-number ] 

 

 NOTE: 
For more information about the display dot1x connection, display dot1x, reset dot1x statistics,
display mac-authentication connection, display mac-authentication, and reset 
mac-authentication statistics commands, see Security Command Reference. 
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WLAN authentication configuration examples 
802.1X CHAP local authentication configuration example 
Network requirements 

As shown in Figure 23, configure the AP to use CHAP to perform 802.1X local authentication for the 
client. 

Figure 23 Network diagram 

 
 

Configuration procedure 
1. Configure 802.1X and the local client: 

# Configure the AP to perform EAP termination and use CHAP. 
<AP> system-view 

[AP] dot1x authentication-method chap 

# Add a local network access user with the username chap1 and the password 123456 in plain 
text. 
[AP] local-user chap1 class network 

[AP-luser-network-chap1] password simple 123456 

# Set the service type to lan-access. 
[AP-luser-network-chap1] service-type lan-access 

[AP-luser-network-chap1] quit 

2. Configure AAA methods for the ISP domain: 
# Create an ISP domain named local. 
[AP] domain local 

# Configure the ISP domain to use local authentication, local authorization, and local 
accounting for LAN clients. 
[AP-isp-local] authentication lan-access local 

[AP-isp-local] authorization lan-access local 

[AP-isp-local] accounting lan-access local 

[AP-isp-local] quit 

3. Configure a service template: 
# Create a service template named wlas_local_chap. 
[AP] wlan service-template wlas_local_chap 

# Set the authentication mode to 802.1X. 
[AP-wlan-st-wlas_local_chap] client-security authentication-mode dot1x 

# Specify the ISP domain local for the service template. 
[AP-wlan-st-wlas_local_chap] dot1x domain local 

# Set the SSID to wlas_local_chap. 
[AP-wlan-st-wlas_local_chap] ssid wlas_local_chap 

# Enable the service template. 
[AP-wlan-st-wlas_local_chap] service-template enable 



 

63 

[AP-wlan-st-wlas_local_chap] quit 

4. Bind the service template to the AP radio. 
[AP] interface wlan-radio 0/0 

[AP-WLAN-Radio0/0] undo shutdown 

[AP-WLAN-Radio0/0] service template wlas_local_chap 

[AP-WLAN-Radio0/0] quit 

Verifying the configuration 
# Verify the 802.1X configuration. 
[AP] display wlan service-template 

[AP] display dot1x 

# Display the client connection information after an 802.1X client passes authentication. 
[AP] display dot1x connection 

802.1X EAP-PEAP RADIUS authentication configuration 
example 
Network requirements 

As shown in Figure 24, configure the AP to perform 802.1X RADIUS authentication for the client by 
using EAP-PEAP. 

Figure 24 Network diagram 

 
 

Configuration procedure 
1. Configure the AP: 

a. Configure 802.1X and the RADIUS scheme: 
# Configure the AP to use EAP relay to authenticate 802.1X clients. 
<AP> system-view 

[AP] dot1x authentication-method eap 

# Create a RADIUS scheme. 
[AP] radius scheme imcc 

# Specify the primary authentication server and the primary accounting server. 
[AP-radius-imcc] primary authentication 10.18.1.88 1812 

[AP-radius-imcc] primary accounting 10.18.1.88 1813 

# Set the authentication and accounting shared keys to 12345678 in plain text for secure 
RADIUS communication with the server. 
[AP-radius-imcc] key authentication simple 12345678 
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[AP-radius-imcc] key accounting simple 12345678 

# Exclude domain names from the usernames sent to the RADIUS server. 
[AP-radius-imcc] user-name-format without-domain 

[AP-radius-imcc] quit 

b. Configure AAA methods for the ISP domain: 
# Create an ISP domain named imc. 
[AP] domain imc 

# Configure the ISP domain to use the RADIUS scheme imcc for authentication, 
authorization, and accounting of LAN clients. 
[AP-isp-imc] authentication lan-access radius-scheme imcc 

[AP-isp-imc] authorization lan-access radius-scheme imcc 

[AP-isp-imc] accounting lan-access radius-scheme imcc 

[AP-isp-imc] quit 

c. Configure a service template: 
# Create a service template named wlas_imc_peap. 
[AP] wlan service-template wlas_imc_peap 

# Set the authentication mode to 802.1X. 
[AP-wlan-st-wlas_imc_peap] client-security authentication-mode dot1x 

# Specify the ISP domain imc for the service template. 
[AP-wlan-st-wlas_imc_peap] dot1x domain imc 

# Set the SSID to wlas_imc_peap. 
[AP-wlan-st-wlas_imc_peap] ssid wlas_imc_peap 

# Set the AKM mode to 802.1X. 
[AP-wlan-st-wlas_imc_peap] akm mode dot1x 

# Set the CCMP cipher suite. 
[AP-wlan-st-wlas_imc_peap] cipher-suite ccmp 

# Enable the RSN-IE in the beacon and probe responses. 
[AP-wlan-st-wlas_imc_peap] security-ie rsn 

# Enable the service template. 
[AP-wlan-st-wlas_imc_tls] service-template enable 

[AP-wlan-st-wlas_imc_tls] quit 

d. Bind the service template to an AP radio. 
[AP] interface wlan-radio 0/0 

[AP-WLAN-Radio0/0] undo shutdown 

[AP-WLAN-Radio0/0] service template wlas_local_chap 

[AP-WLAN-Radio0/0] quit 

2. Configure the RADIUS server: 
In this example, the RADIUS server runs IMC PLAT 7.1 and IMC UAM 7.1, and the EAP-PEAP 
certificate has been installed. 
# Add an access device: 
a. Click the User tab. 
b. From the navigation tree, select User Access Policy > Access Device Management > 

Access Device. 
c. Click Add. 

The Add Access Device page appears. 
d. In the Access Configuration area, configure the following parameters, as shown in Figure 

25: 
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− Enter 12345678 in the Shared Key and Confirm Shared Key fields. 
− Use the default values for other parameters. 

e. In the Device List area, click Select or Add Manually to add the device at 10.18.1.1 as an 
access device. 

Figure 25 Adding an access device 

 
 

f. Click OK. 
# Add an access policy: 
a. Click the User tab. 
b. From the navigation tree, select User Access Policy > Access Policy. 
c. Click Add. 
d. On the Add Access Policy page, configure the following parameters, as shown in Figure 

26: 
− Enter dot1x in the Access Policy Name field. 
− Select EAP for the Certificate Authentication field 
− Select EAP-PEAP Auth from the Certificate Type list, and select MS-CHAPV2 Auth 

from the Certificate Sub-Type list. 
The certificate sub-type on the IMC server must be the same as the identity 
authentication method configured on the client. 
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Figure 26 Adding an access policy 

 
 

e. Click OK. 
# Add an access service: 
a. Click the User tab. 
b. From the navigation tree, select User Access Policy > Access Service. 
c. Click Add. 
d. On the Add Access Service page, configure the following parameters, as shown in Figure 

27: 
− Enter dot1x in the Service Name field. 
− Select dot1x from the Default Access Policy list. 

Figure 27 Adding an access service 

 
 

e. Click OK. 
# Add an access user: 
a. Click the User tab. 
b. From the navigation tree, select Access User > All Access Users. 

The access user list appears. 
c. Click Add. 

The Add Access User page appears. 
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d. In the Access Information area, configure the following parameters, as shown in Figure 
28: 
− Click Select or Add User to associate the user with the IMC Platform user user. 
− Enter user in the Account Name field. 
− Enter dot1x in the Password and Confirm Password fields. 

e. In the Access Service area, select dot1x from the list. 

Figure 28 Adding an access user account 

 
 

f. Click OK. 
3. Configure the WLAN client: 

The WLAN client has been installed with the EAP-PEAP certificate. 
To configure the WLAN client, perform the following tasks (details not shown): 

 Select PEAP for identity authentication. 
 Disable the client from verifying the server certificate. 
 Disable the client from automatically using the Windows login name and password. 

Verifying the configuration 
1. On the client, verify that you can use the username user and the password dot1x to access the 

network. (Details not shown.) 
2. On the AP, perform the following tasks to verify that the user has passed authentication and 

come online: 
# Display online 802.1X client information. 
[AP] display dot1x connection 

User MAC address           : 0023-8933-2090 

AP name                    : ap1 

Radio ID                   : 1 

SSID                       : wlas_imc_peap 

BSSID                      : 000f-e201-0003 

User name                  : user 

Authentication domain      : imc 

Authentication method      : EAP 
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Initial VLAN               : 1 

Authorization VLAN         : N/A 

Authorization ACL number   : N/A 

Authorization user profile : N/A 

Termination action         : Default 

Session timeout period     : 6001 s 

Online from                : 2014/04/18 09:25:18 

Online duration            : 0h 1m 1s 

 

Total connections: 1. 

# Display WLAN client information. 
[AP] display wlan client 

Total number of clients           : 1 

 

MAC address    Username            APID/RID  IP address                    VLAN 

0023-8933-2090 user                1/1                                     1 

RADIUS-based MAC authentication configuration example 
Network requirements 

As shown in Figure 29, configure the AP to use the RADIUS server to perform MAC authentication 
for the client. 

Figure 29 Network diagram 

 
 

Configuration procedure 
Make sure the RADIUS server, switch, AP, and client can reach each other. (Details not shown.) 
1. Configure the AP: 

a. Configure the RADIUS scheme: 
# Create a RADIUS scheme. 
<AP> system-view 

[AP] radius scheme imcc 

# Specify the primary authentication server and the primary accounting server. 
[AP-radius-imcc] primary authentication 10.18.1.88 1812 

[AP-radius-imcc] primary accounting 10.18.1.88 1813 

# Set the authentication and accounting shared keys to 12345678 in plain text for secure 
RADIUS communication with the server. 
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[AP-radius-imcc] key authentication simple 12345678 

[AP-radius-imcc] key accounting simple 12345678 

# Exclude domain names from the usernames sent to the RADIUS server. 
[AP-radius-imcc] user-name-format without-domain 

[AP-radius-imcc] quit 

b. Configure AAA methods for the ISP domain: 
# Create an ISP domain named imc. 
[AP] domain imc 

# Configure the ISP domain to use the RADIUS scheme imcc for authentication, 
authorization, and accounting of LAN clients. 
[AP-isp-imc] authentication lan-access radius-scheme imcc 

[AP-isp-imc] authorization lan-access radius-scheme imcc 

[AP-isp-imc] accounting lan-access radius-scheme imcc 

[AP-isp-imc] quit 

c. Specify the username 123 and the password aaa_maca in plain text for the account shared 
by MAC authentication clients. 
[AP] mac-authentication user-name-format fixed account 123 password simple 
aaa_maca 

d. Configure a service template: 
# Create a service template named maca_imc. 
[AP] wlan service-template maca_imc 

# Set the SSID to maca_imc. 
[AP-wlan-st-maca_imc] ssid maca_imc 

# Set the authentication mode to MAC authentication. 
[AP-wlan-st-maca_imc] client-security authentication-mode mac 

# Specify the ISP domain imc for the service template. 
[AP-wlan-st-maca_imc] mac-authentication domain imc 

# Enable the service template. 
[AP-wlan-st-maca_imc] service-template enable 

[AP-wlan-st-maca_imc] quit 

e. Bind the service template to an AP radio. 
[AP] interface wlan-radio 0/0 

[AP-WLAN-Radio0/0] undo shutdown 

[AP-WLAN-Radio0/0] service template wlas_local_chap 

[AP-WLAN-Radio0/0] quit 

2. Configure the RADIUS server: 
In this example, the RADIUS server runs IMC PLAT 7.1 and IMC UAM 7.1. 
# Add an access device: 
a. Click the User tab. 
b. From the navigation tree, select User Access Policy > Access Device Management > 

Access Device. 
c. Click Add. 
d. In the Access Configuration area, configure the following parameters, as shown in Figure 

30: 
− Enter 12345678 in the Shared Key and Confirm Shared Key fields. 
− Use the default values for other parameters. 
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e. In the Device List area, click Select or Add Manually to add the device at 10.18.1.1 as an 
access device. 

Figure 30 Adding an access device 

 
 

f. Click OK. 
# Add an access policy: 
a. Click the User tab. 
b. From the navigation tree, select User Access Policy > Access Policy. 
c. Click Add. 
d. On the Add Access Policy page, configure the following parameters, as shown in Figure 

31: 
− Enter aaa_maca in the Access Policy Name field. 
− Use the default values for other parameters. 

Figure 31 Adding an access policy 
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e. Click OK. 
# Add an access service: 
a. Click the User tab. 
b. From the navigation tree, select User Access Policy > Access Service. 
c. Click Add. 
d. On the Add Access Service page, configure the following parameters, as shown in Figure 

32: 
− Enter aaa_maca in the Service Name field. 
− Select aaa_maca from the Default Access Policy list. 

Figure 32 Adding an access service 

 
 

e. Click OK. 
# Add an access user: 
a. Click the User tab. 
b. From the navigation tree, select Access User > All Access Users. 
c. Click Add. 
d. In the Access Information area, configure the following parameters, as shown in Figure 

33: 
− Click Select or Add User to associate the user with the IMC Platform user 123. 
− Enter 123 in the Account Name field. 
− Enter aaa_maca in the Password and Confirm Password fields. 

e. In the Access Service area, select aaa_maca from the list. 
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Figure 33 Adding an access user account 

 
 

f. Click OK. 

Verifying the configuration 
1. On the client, verify that you can use the username 123 and the password aaa_maca to access 

the network. (Details not shown.) 
2. On the AP, perform the following tasks to verify that the user has passed authentication and 

come online: 
# Display online MAC authentication client information. 
[AP] display mac-authentication connection 

User MAC address              : 0023-8933-2098 

AP name                       : ap1 

Radio ID                      : 1 

SSID                          : maca_imc 

BSSID                         : 000f-e201-0001 

User name                     : 123 

Authentication domain         : imc 

Initial VLAN                  : 1 

Authorization VLAN            : N/A 

Authorization ACL number      : N/A 

Authorization user profile    : N/A 

Termination action            : Default 

Session timeout period        : 6001 s 

Online from                   : 2014/04/17 17:21:12 

Online duration               : 0h 0m 30s 

 

Total connections: 1. 

# Display WLAN client information. 
[AP] display wlan client 

Total number of clients           : 1 

 

MAC address    Username             APID/RID  IP address                    VLAN 

0023-8933-2098 123                  1/1                                     1 
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Document conventions and icons 
Conventions 

This section describes the conventions used in the documentation. 

Port numbering in examples 
The port numbers in this document are for illustration only and might be unavailable on your device. 

Command conventions 

Convention Description 
Boldface Bold text represents commands and keywords that you enter literally as shown. 

Italic Italic text represents arguments that you replace with actual values. 

[ ] Square brackets enclose syntax choices (keywords or arguments) that are optional. 

{ x | y | ... } Braces enclose a set of required syntax choices separated by vertical bars, from which 
you select one.  

[ x | y | ... ] Square brackets enclose a set of optional syntax choices separated by vertical bars, 
from which you select one or none.  

{ x | y | ... } * Asterisk marked braces enclose a set of required syntax choices separated by vertical 
bars, from which you select at least one. 

[ x | y | ... ] * Asterisk marked square brackets enclose optional syntax choices separated by vertical 
bars, from which you select one choice, multiple choices, or none.  

&<1-n> The argument or keyword and argument combination before the ampersand (&) sign 
can be entered 1 to n times. 

# A line that starts with a pound (#) sign is comments. 
 

GUI conventions 

Convention Description 

Boldface Window names, button names, field names, and menu items are in Boldface. For 
example, the New User window appears; click OK. 

> Multi-level menus are separated by angle brackets. For example, File > Create > 
Folder. 

 

Symbols 

Convention Description 

 WARNING! 
An alert that calls attention to important information that if not understood or followed 
can result in personal injury. 

 CAUTION: 
An alert that calls attention to important information that if not understood or followed 
can result in data loss, data corruption, or damage to hardware or software.  

 IMPORTANT: An alert that calls attention to essential information. 

NOTE: An alert that contains additional or supplementary information. 

 TIP: An alert that provides helpful information. 
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Network topology icons 
Convention Description 

 
Represents a generic network device, such as a router, switch, or firewall. 

 
Represents a routing-capable device, such as a router or Layer 3 switch.  

 
Represents a generic switch, such as a Layer 2 or Layer 3 switch, or a router that 
supports Layer 2 forwarding and other Layer 2 features. 

 
Represents an access controller, a unified wired-WLAN module, or the access 
controller engine on a unified wired-WLAN switch. 

 
Represents an access point. 

 
Represents a wireless terminator unit. 

 
Represents a wireless terminator. 

 
Represents a mesh access point. 

 
Represents omnidirectional signals. 

 Represents directional signals. 

 
Represents a security product, such as a firewall, UTM, multiservice security 
gateway, or load balancing device. 

 
Represents a security card, such as a firewall, load balancing, NetStream, SSL VPN, 
IPS, or ACG card. 

 

TT

TT
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Support and other resources 
Accessing Hewlett Packard Enterprise Support 

• For live assistance, go to the Contact Hewlett Packard Enterprise Worldwide website: 
www.hpe.com/assistance  

• To access documentation and support services, go to the Hewlett Packard Enterprise Support 
Center website: 
www.hpe.com/support/hpesc  

Information to collect 
• Technical support registration number (if applicable) 
• Product name, model or version, and serial number 
• Operating system name and version 
• Firmware version 
• Error messages 
• Product-specific reports and logs 
• Add-on products or components 
• Third-party products or components 

Accessing updates 
• Some software products provide a mechanism for accessing software updates through the 

product interface. Review your product documentation to identify the recommended software 
update method. 

• To download product updates, go to either of the following: 
 Hewlett Packard Enterprise Support Center Get connected with updates page: 

www.hpe.com/support/e-updates  
 Software Depot website: 

www.hpe.com/support/softwaredepot  
• To view and update your entitlements, and to link your contracts, Care Packs, and warranties 

with your profile, go to the Hewlett Packard Enterprise Support Center More Information on 
Access to Support Materials page: 
www.hpe.com/support/AccessToSupportMaterials  

 

 IMPORTANT: 
Access to some updates might require product entitlement when accessed through the Hewlett
Packard Enterprise Support Center. You must have an HP Passport set up with relevant 
entitlements. 

 

http://www.hpe.com/assistance�
http://www.hpe.com/support/hpesc�
http://www.hpe.com/support/e-updates�
http://www.hpe.com/support/softwaredepot�
http://www.hpe.com/support/AccessToSupportMaterials�
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Websites 

Website Link 
Networking websites  

Hewlett Packard Enterprise Information Library for 
Networking www.hpe.com/networking/resourcefinder 

Hewlett Packard Enterprise Networking website www.hpe.com/info/networking 

Hewlett Packard Enterprise My Networking website www.hpe.com/networking/support 

Hewlett Packard Enterprise My Networking Portal www.hpe.com/networking/mynetworking 

Hewlett Packard Enterprise Networking Warranty www.hpe.com/networking/warranty 

General websites  

Hewlett Packard Enterprise Information Library  www.hpe.com/info/enterprise/docs 

Hewlett Packard Enterprise Support Center www.hpe.com/support/hpesc 

Hewlett Packard Enterprise Support Services Central ssc.hpe.com/portal/site/ssc/ 

Contact Hewlett Packard Enterprise Worldwide www.hpe.com/assistance 

Subscription Service/Support Alerts www.hpe.com/support/e-updates 

Software Depot www.hpe.com/support/softwaredepot 

Customer Self Repair (not applicable to all devices) www.hpe.com/support/selfrepair 

Insight Remote Support  (not applicable to all devices) www.hpe.com/info/insightremotesupport/docs 
 

Customer self repair 
Hewlett Packard Enterprise customer self repair (CSR) programs allow you to repair your product. If 
a CSR part needs to be replaced, it will be shipped directly to you so that you can install it at your 
convenience. Some parts do not qualify for CSR. Your Hewlett Packard Enterprise authorized 
service provider will determine whether a repair can be accomplished by CSR. 

For more information about CSR, contact your local service provider or go to the CSR website: 

www.hpe.com/support/selfrepair  

Remote support 
Remote support is available with supported devices as part of your warranty, Care Pack Service, or 
contractual support agreement. It provides intelligent event diagnosis, and automatic, secure 
submission of hardware event notifications to Hewlett Packard Enterprise, which will initiate a fast 
and accurate resolution based on your product’s service level. Hewlett Packard Enterprise strongly 
recommends that you register your device for remote support. 

For more information and device support details, go to the following website: 

www.hpe.com/info/insightremotesupport/docs 

Documentation feedback 
Hewlett Packard Enterprise is committed to providing documentation that meets your needs. To help 
us improve the documentation, send any errors, suggestions, or comments to Documentation 
Feedback (docsfeedback@hpe.com). When submitting your feedback, include the document title, 

www.hpe.com/networking/resourcefinder�
www.hpe.com/info/networking�
www.hpe.com/networking/support�
http://www.hpe.com/networking/mynetworking�
http://www.hpe.com/networking/warranty�
www.hpe.com/info/enterprise/docs�
http://www.hpe.com/support/hpesc�
http://www.hpe.com/assistance�
http://www.hpe.com/support/e-updates�
http://www.hpe.com/support/softwaredepot�
http://www.hpe.com/support/selfrepair�
http://www.hpe.com/info/insightremotesupport/docs�
http://www.hpe.com/support/selfrepair�
http://www.hpe.com/info/insightremotesupport/docs�
mailto:docsfeedback@hpe.com�


 

77 

part number, edition, and publication date located on the front cover of the document. For online help 
content, include the product name, product version, help edition, and publication date located on the 
legal notices page. 
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